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Preface and
Acknowledgments

Good communication is both a function and a proof of
good governance: in a democracy informative and trans-
parent communication is essential to the maintenance
of a productive and enduring relationship between the
executive, the legislature, the judiciary and the electorate.
Communication therefore has a constitutional signifi-
cance, in other words, and the democratic process can be
damaged when communication is insincere, inadequate
or incomplete.

But what is meant by strategic communications? And
what place do they or should they have in the planning
and implementation of national strategy? The UK Strategic
Defence and Security Review published in October 2010
answered these questions clearly enough: “The National
Security Council will [...] consider the infrastructure and
governance arrangements required for marshalling and
aligning the full range of communications resources across
and beyond government’ But why is it that governments
(in the UK and elsewhere), private-sector organizations,
analysts and commentators have all become preoccupied
with strategic communications? Is this merely a response
to the latest intellectual and public policy fashion, or are
there more substantial and serious dynamics at work? Are
governments drawn to strategic communications merely
in order to communicate national security strategy, or is
there more at stake? Do strategic communications have

more to offer than has so far been supposed?

Building on the work of the International Security
Programme at Chatham House on strategy (including the
report Strategy in Austerity, 2010) and security and defence
policy, this report asks what should be expected of strategic
communications and whether their potential is being either
under-estimated or exaggerated. Should they be associated
largely with traditional strategic activities such as military
or police activity, with the purpose of explaining intent to
allies and adversaries alike, and to the domestic electorate
and media? If so, is the UK governments investment of time
and resources proportionate to that relatively straightfor-
ward goal? Or is there more to be expected, to be done and
to be invested? Has the full potential of strategic commu-
nications so far been overlooked? Are they better under-
stood as a more complex, cross-governmental activity; as
the means for presenting and explaining ‘comprehensive’
or ‘integrated’” policies? Is it conceivable that they might
be granted equal status with other levers of governmental
power and influence such as diplomacy, economic and
trade relations and the threat or use of military force? And
if so, is the UK government’s interest and investment in
strategic communications proportionate to this potential?

This report provides a concise analysis of the back-
ground to an emergent public policy debate and assesses
the potential of strategic communications as a component
of national strategy. The report is informed and shaped
by discussions with representatives of government, the
armed forces, the private sector and the media, all of
whom should be thanked for being so generous with their
time. We are also grateful to all those who commented on
drafts of the report and contributed to the project. Finally,
we would like to thank Bell Pottinger Public Advocacy for
their support of this project.

The views expressed are those of the authors alone and
any inaccuracies of fact, interpretation or judgment are

their own responsibility.

Paul Cornish
Professor of International Security

University of Bath
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Foreword

Do we need yet another report on ‘strategic communications’

In our view, the answer is an emphatic ‘yes. The reason
is simple: we've come increasingly to understand and expe-
rience the limits of ‘hard’ military power in confronting
today’s security challenges. The ‘soft’ power of persuasion
and influence is as central to our achievement of national
strategic goals as any ‘kinetic’ effort. We've seen at first
hand its ability to reduce or transform conflict; to nurture
the emergence of stable, inclusive social and political
orders; to advance ideas and narratives that challenge
violent extremism; and to influence and shape complex
processes of social and political change.

Yet this realization has not been simple to implement:
governments have struggled to conceptualize the proper
role and use of strategic communications, and other ‘soft’
power elements, in meeting diplomatic, security, and
development challenges. Equally, the practice of ‘stratcom’
in the field has been uneven, confused and often counter-
productive.

We approached Chatham House some months ago to
explore the role and application of strategic communica-
tions in the national security context, and to produce a
report that might serve as a summary of the state of discus-
sion and a platform for confronting key issues.

Few are likely to take issue with its main conclusions:
that the process of strategic communications remains
essentially reactive and military-led; that government’s
approach is insufficiently joined up;’ and that we're being
‘out-communicated’ — not only by our enemies but by a
wide range of alternative voices and perspectives that are
sometimes hostile, sometimes indifferent, to UK national

objectives.

A central observation struck us. Despite numerous
reports on both sides of the Atlantic, 10 years of operational
experience in the most challenging conflicts, fundamental
political and social changes in the role and place of the
state, and in the face of newly emerging social media and
mobile communications technologies, we're still ‘stuck’
in a set of abstract debates over definitions and organiza-
tional frameworks that have been in discussion for many
years.

The clear implication (borne out by this report) is that
governments have not yet fully confronted the funda-
mental insights of the past 50 years of marketing, adver-
tising and public relations best practices; nor started
to really think, substantively, about ‘doing’ strategic
communications. While questions of organizational
structure and resource are important, relatively little
attention is paid to core questions regarding the actual
conduct of strategic communications activities in the
contemporary environment.

What can we learn from the practice of strategic
communications over the past decade, so that we avoid
mistakes in the future — not to ‘refight the last war’ but to
avoid the next?

Taking the final section of the report (the ‘how’ of

stratcom) as a point of departure, several questions occur:

® How do governments move beyond the traditional
framework of target audiences, messaging and
products to understand and address the complex
psycho-social structures and dynamics that lie at the
root of our security problems?

® How do we cope with the rapidly changing techno-
logical environment — an era of pervasive commu-
nication in which narrative is something that can no
longer be controlled or ‘owned, and in which every
problem exists within a simultaneously global and
local environment?

® What options are there for intervening and shaping
situations to prevent conflict from occurring -
particularly in instances where social movements
such as Hamas and Hezbollah both claim to act
on behalf of the people and support, or potentially

support, violent extremists?
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Strategic Communications and National Strategy

® How can we engage in, and shape, narratives about
the relationship between ‘the West and the rest] in
ways that help build long-term productive relation-

ships between the UK and key regions?

For us, these are not abstract questions. Over the past
eight years, Bell Pottinger has been extensively involved
in efforts to employ strategic communications activities
to undercut radicalization and violent extremism, and to
build viable peace, in a variety of operational environ-
ments.

We know from experience that strategic communica-
tions have a greater contribution to make - not because
we are practitioners, though we are, but because we

understand that we live in a world of meaning, stories,

emotions, interpretations, fears and hopes, and that these
are the stuff of communications. We believe that we are
not doomed to wait for terrorist attacks, expensive wars
or failed negotiations.

We believe that we can do better, and we think that the
UK can lead the world in finding creative ways to tackle
efficiently and effectively the national and human security
challenges facing us today. To do so, we must confront
a new set of questions — questions that fundamentally
engage the way the world works, and how to change it. We

hope this report helps in this effort.

Mark Turnbull
Managing Director
Bell Pottinger Public Advocacy
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Executive
Summary and
Recommendations

Despite greater debate about the function and scope of
strategic communications - communication through
words and deeds in pursuit of national strategic objec-
tives — discussion and practice currently remain too
closely focused on the management of messages rather
than the delivery of policy. This report aims to raise
awareness of the role and potential of strategic communi-
cations as a means of delivering policy. It seeks to clarify
how strategic communications can help government
manage and respond to current and future security
challenges. It places strategic communications at the
heart of the development and implementation of national
strategy, and argues that it must be the business not only
of the highest levels of government but of all its constit-
uent pillars (including the armed forces, diplomacy, trade
and aid).

Recent allied operations in Iraq, Afghanistan and Libya
have underlined that foreign policy goals cannot be
achieved by military power alone. The common refrain
that allied forces should also seek to win ‘hearts and minds’
as a means to deliver enduring peace and stability speaks
to the importance of non-military means and ‘soft’ power
in connecting with populations both at home and abroad.
Strategic communications, correctly understood, are an
integral part of this approach.

At present, the debate on the role of strategic commu-
nications in national strategy too often reflects a ‘whole-

of-military’ concept and culture rather than the essential

whole-of-government approach. Although the UK
government clearly has a good understanding of the
importance of strategic communications, this under-
standing is relatively limited in its sophistication and
imagination, and policy in turn becomes difficult to coor-
dinate and implement. The potential of strategic commu-
nications remains under-exploited.

A broader understanding of strategic communications
would allow communications activity to function as one
of the executive levers of national strategy, rather than
being seen as a mere adjunct. If properly understood and
designed, strategic communications are not just about
words, explaining intentions or actions, but should also be
about achieving the required ends of national strategy, not
least by exploiting the communicative power of military
and non-military deeds.

Strategic communications also support another critical
strategic commodity - influence. Strategic influence is
wholly dependent on effective coordination across and
beyond government in order to achieve national strategic
goals. Given the centrality of influence to national strategy,
a strategic communications framework must be intrinsic
to strategic planning and policy preparation and imple-
mentation.

Strategic communications are not best achieved through
a fixed, separate, central structure — an ‘Office for Strategic
Communications’ of some sort. What is needed is a shared
strategic communications mindset, integral to every
department of state and at every level of national policy
and strategy. It is the fostering of a strategic communi-
cations culture, rather than the design of more formal
structures, that will promote the necessary changes in
current practice. This means creating a self-sustaining and
iterative system that allows for an exchange of information
and experience involving leaders, communicators, agents
and stakeholders. In each situation, the centre of strategic
communications activity will depend on the nature and
focus of a crisis or strategy, the audience(s) of concern and
the means available to influence or bring about change.
High-level political ‘ownership is thus vital, but it must
be properly resourced and built on a sound and credible
strategy that reaches across government and into indi-

vidual departments.
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Strategic communications should be visible from the
outset in the activity of each government department, in
a number of ways. First, there should be evidence of a
high-level understanding of the broader effects that policies
should and might have. Second, there should be sensitivity
to the possibility of a variety of interpretations and implica-
tions of policy in different quarters. Third, there should be
an awareness of the influence required to achieve consensus
and support for any given policy. And finally there should
be recognition of the affected stakeholders and audiences,
whose support will be necessary for the fulfilment of given
national strategic objectives and government policies.

It follows that strategic communications should be
both a ‘centre of government’ concern (i.e. an organic and
critical part of the policy-making and strategic process at
the highest levels) and a tool to unite the whole of govern-
ment (i.e. a common feature of all activity at all levels of
government).

At their most basic, effective strategic communications
are a two-way process, relaying the reactions and views of
the various audiences involved. This audience feedback
should inform the periodic adaptation and adjustment
of policy and strategy. This means moving away from
an approach to communications that focuses dispropor-
tionately on domestic media relations, ‘sound-bites’ and
‘photo-opportunities’ at the expense of a stronger, but
perhaps more subtle, strategic message. More ambitiously
still, strategic communications could be understood as
going beyond media messaging to help develop a targeted
campaign of behavioural or social change informed by
close knowledge of the audience.

Strategic communications are not an optional adjunct
to strategy. They must be tailored and shaped to serve the
strategic political objectives set at any given time. If used
to lay the groundwork in the early stages, they can reduce
the need for more assertive action. Rather than being
limited to a semi-detached supporting role of commu-
nicating a separate and inflexible national strategy, they
should therefore be seen as an enabler of national strategy.
Moreover, if strategic communications are to be truly
national, they must reflect not only government policy
and an executive message but a national narrative that is

understood, owned and endorsed across society.

Recommendations

We recommend a number of changes to:

1. Establish a clearer definition of what strategic

communications are, and their place in national strategy:

® Strategic communications should become a more
prominent component at the highest levels of
government, at an early stage in the development
of government strategies, during a crisis response
or a contingency operation and generally as a
critical component of policy-making.

® In planning government strategies and the delivery
of policy, activities should be considered and under-
taken as much for their communicative value as for
their physical impact. But messaging and narrative
alone will do little without constructive and credible
actions to reinforce the message and address
audiences. Consistency should be sought between
spoken and practical means of communication, or
more simply between words and actions.

® Strategic communications should not merely be
part of a one-way process where the narrative flows
from the core of government to be applied unques-
tioningly by agents and stakeholders. Rather, they
must be responsive and flexible so that they can
simultaneously respond and adapt to facts on the
ground, and to the reaction of target audiences and
adversaries.

® In addition to understanding the what, why and
where of strategic communications, governments
and strategic communicators across the policy
process must be able to recognize the ‘who’: the
audience to whom policy is addressed. Strategic
communications must recognize the diversity in
audiences and their different motivations, interests
and ideas.

® There is a need for a greater connection between
the national strategic and operational levels of
stability operations and a systematic attempt to
connect the communicative value of words and

deeds. In conflict and crisis situations people must
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Executive Summary and Recommendations

be able to communicate quickly and accurately
within an established structure. Strategic commu-
nicators should be included within the process as
early as possible within the conflict cycle.

In counter-radicalization efforts, strategic
communications can have particular potency in
addressing the early phases, including pre-emptive
and non-violent intervention carefully targeted at
those most susceptible to radicalization. Strategic
communications could be used simultaneously as

a tool of social deterrence and social inclusion.

wider message. In so doing, they must be aware of
and attuned to the objectives of national strategy
while in turn being encouraged and enabled to
feed information back to the policy core.

As an intrinsic part of national strategy, strategic
communications must be clear and consistent.
A doctrinal or framework approach would assist
in socializing the idea and practice of strategic
communications across government.

At times of crisis, the government could consider the
establishment of ad hoc committees or coordinating

bodies to oversee the communications strategies of

2. Reform how strategic communications are managed government departments and agencies.
within government: ® As part of stability operations, and in order to
ensure the centrality of strategic communica-

® In order to organize and manage strategic commu- tions to planning and action, there must be a

nications there must be an effective culture within
which they are acknowledged to be a normal and
fully integrated part of the policy and strategic
processes. This culture should be guided by a
shared and implicit awareness of the role and value
of strategic communications.

More importantly, this environment must be seen
to have a strong and credible leadership operating

within a framework of responsibility and account-

much tighter relationship between political
leaders, military commanders and communica-
tors. Civilians should be given greater status to
contribute to the overall message.

There is a need for greater recognition of the ability
of those outside government to communicate strat-
egically through local engagement and outreach

within and between communities and populations.

ability without seeking to exert complete control 3. Take account of developments in new information
over either the ‘message’ or the ‘medium’ Within technology, especially in cyberspace:
this environment people at all levels, both civilian

and military, must be empowered, trusted and ® (Cyberspace can offer a feedback loop through

taught to be effective strategic communicators.
There should be one end to government commu-
nications, rather than several conflicting aims. If
several strategic objectives are in play then each
should address a discrete area within this over-
arching common purpose.

People at all stages of policy delivery should feel
they have a stake in the bigger picture and the

which public policy can be subjected to critical
appraisal from a variety of audiences.

A broader and more imaginative approach to the
challenges of cyber security that enabled a greater
appreciation of an array of disciplines including
sociology and social psychology might encourage
a more holistic view of the dynamics at work

within a rapidly evolving environment.
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Introduction

The title of this report juxtaposes two ideas — ‘strategic
communications’ and ‘national strategy’. ‘Strategy’ is a
term in such widespread use that in many cases it has come
to mean little more than ‘deciding, ‘planning ahead’ or
merely ‘doing something. Properly understood, however,
strategy is a collection of ideas, preferences and methods
which explain activity and give it purpose, by connecting
it to a desired effect or a stated goal. Strategic planners and
military professionals often describe strategy in terms of a
formula with three variables. In the words of the 2010 UK
National Security Strategy, ‘A national security strategy,
like any strategy, must be a combination of ends (what we
are seeking to achieve), ways (the ways by which we seek
to achieve those ends) and means (the resources we can
devote to achieving the ends) In other words, strategy is
the interface which provides governmental policy with its
ways and means (or its capability), and which gives activity
- military or other - its ends (or its purpose).?

In general terms, the ends or the purpose of national
strategy might be to gain some form of advantage, to
maintain or protect assets and interests, or to effect a
desired change of one sort or another. The ways and means
available at the national level include the traditional levers
of power - diplomatic persuasion, economic pressure and
military coercion - as well as so-called ‘soft power” methods
such as cultural attraction and influence. What is key is that
none of these levers or methods - traditional or new - is a
sufficient or self-validating explanation of national strategy;

these are all variables which are made coherent by the

formula described above. ‘Ways’ and ‘means’ make no
strategic sense in their own terms; they must be informed
and validated by an overarching strategic purpose.

The goal of this report is to ask where communications
should sit alongside other strategic levers and methods,
both traditional and non-traditional. Communications
have always been an aspect of strategy, but they are tradi-
tionally viewed in a subordinate or peripheral manner,
or as a reactive tool after the event. By this we mean that
communications can always be useful in support of, or
as an adjunct to other strategic levers and methods and
that it is common practice to explain and communicate
intentions and successes and (albeit with less enthusiasm)
failures. Can communications be more genuinely and
convincingly strategic? Is there something about commu-
nications that is being overlooked or underused in the
strategic debate? Can communications be a ‘ways and
means variable in more of its own right which both shapes
and is governed by the national strategic formula?

With this goal in mind, the report asks a number of
questions. What is meant by the term ‘strategic communi-
cations’? What, if anything, is new and distinctive about this
idea? How should the relationship between strategy and
communications best be understood? Or in other words,
what is the role and relevance of strategic communica-
tions in the formulation and delivery of national strategy?
And finally, how much should be expected of commu-
nications as a variable in national strategy as described
above? To what extent can strategic communications help
to generate synergy and responsiveness at all levels of
national planning, decision-making and activity: national;
departmental (e.g., in the case of United Kingdom, the
Foreign and Commonwealth Office, the Department for
International Development or the Ministry of Defence); at
the campaign or theatre level; and finally at the local level?

In the course of answering these questions it became
clear not only that this is a complex subject concerning
the sociology, psychology and technology of modern
communications, the nature of national strategy and the

functioning of democratic government, but also that these

1 HM Government, A Strong Britain in an Age of Uncertainty — The National Security Strategy, Cm 7953 (London: The Stationery Office, 2010), p. 10, para. 0.14,
2 Paul Cornish, Written evidence submitted to House of Commons Public Administration Select Committee Report, Who Does UK National Strategy?
(London: The Stationery Office, HC 435, 18 October 2010), p. Ev 84, para. 2.
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questions are strikingly familiar, yet curiously unresolved.
Sophisticated discussion of the meaning and role of
strategic communications has been taking place for at least
a decade, in the United Kingdom, the United States and
elsewhere. Frustratingly, however, this is a public policy
debate that tends more to discussion than to decision. In
the United Kingdom, for example, in spite of the promise
made in the October 2010 Strategic Defence and Security
Review, almost twelve months later no such document has
been released by the government.’ The ambition of this
report is to nudge the strategic communications policy
debate towards a more mature and durable conclusion.
The report adopts a simple structure common to
much of the published work on strategic communica-
tions - a structure which itself is indicative of the
still-emergent nature of this subject. Thus, the report
examines the relationship between national strategy
and strategic communications in four parts: ‘What?,
‘Why?, ‘Where?” and ‘How?’ In Chapter 1 we ask what
is (or should be) meant by strategic communications.
Chapter 2 then considers why there should be so much
interest in the subject. In Chapter 3 we examine the
modalities and processes of strategic communications.
Finally, in Chapter 4 we consider the relationship between
strategic communications and national strategy on a
more practical level, in the context of four policy areas.
In the first, concerning national strategy itself, we ask
whether there is evidence of a ‘higher level of strategic
communications commensurate with growing expecta-
tions for a comprehensive or integrated approach to
security and defence policy. If so, to what extent can

strategic communications provide the ‘glue’ for such an

approach? We then examine stability operations and ask
how well strategic communications complement current
UK stabilization operations in thought and practice.
Would strategic communications improve the possibility
of a more effective approach to such challenges? The third
policy area concerns counter-radicalization and more
specifically the revised ‘Prevent’ strand of the UK counter-
terrorism strategy (CONTEST); could strategic communi-
cations contribute to improved counter-radicalization by
providing the means with which to transform the outlook
and allegiance of minority communities and individuals in
the UK? Finally, we consider the threats and challenges to
national security emanating from cyberspace. The internet
is an information and communications environment
which also enables security threats and challenges. Should
strategy or communication be government’s priority in
cyberspace?

The report refers to strategic communications (plural),
rather than strategic communication (singular). This rela-
tively minor distinction is central to the debate as to
whether strategic communications should be primarily
defence-centric or (the authors’ preference) should involve
a much broader policy/practitioner community, concerned
with national strategy as a whole. The report focuses on UK
and US practice because in the authors” assessment experi-
ence from operations in Afghanistan, Iraq and elsewhere
demonstrates British and American leadership of strategic
communications, concepts, structures and development.
Finally, in the course of the project the authors undertook a
series of non-attributable interviews with opinion-formers
in order to inform the research. These are referred to as

‘Interview [A]’ etc. and listed in the Appendix.

3 HM Government, Securing Britain in an Age of Uncertainty: The Strategic Defence and Security Review, Cm 7948 (London: The Stationery Office, October

2010), p. 68, para. 6.6.
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1. Strategic
Communications:
What?

In a culture like ours, long accustomed to splitting and
dividing all things as a means of control, it is sometimes
a bit of a shock to be reminded that, in operational and
practical fact, the medium is the message. This is merely
to say that the personal and social consequences of any
medium - that is, of any extension of ourselves — result
from the new scale that is introduced into our affairs by

each extension of ourselves, or by any new technology.*

Marshall McLuhans well-known observation is central to
the two questions at the core of this report: what are strategic
communications and what is the relationship between
strategic communications and national strategy? A clear
understanding of what is meant by ‘strategic’ here is critical if
strategic communications are to support the effective design,
implementation and influence of national strategy.

Despite strategic communications having been tradi-
tionally defence-led, more comprehensive concepts of
strategic communications are gathering pace as the need
to communicate strategically has begun to be recognized
at the highest levels of government. This is particularly
true in the United States, where the relationship between
grand strategy (the organization of large national means
in pursuit of large national ends), government organiza-
tion and available resources is acutely felt. The White

House National Framework for Strategic Communications

was established in 2010, while the United Kingdom is
also moving (albeit more slowly) towards some form
of National Strategic Communications Strategy (NSCS)
located primarily in the Cabinet Office. Indeed, this report
is partly a consequence of the growing recognition by
central government of the significance of strategic commu-
nications to national strategy in its broadest sense. There
is a concerted effort to ‘demilitarize’ strategic communica-
tions, bringing them out of strategic military headquar-
ters to establish a concept, a process and possibly even a
capability at or close to the highest levels of government.
However, as visible both from the interviews conducted
for this report and from the published literature, there
remains much debate about whether strategic communi-
cation is best considered to be a ‘natural’ process of policy
convergence and integration or a discrete capability.

In the current context, strategic communications suffer
from three main deficiencies. First, even the experts cannot
define what they are and the search for definition hinders their
systematic application at the policy and strategy levels. Second,
the development of strategic communications in practice has
tended to emphasize a very narrow concept with a close focus
on media communications. Finally, while efforts are being
made on both sides of the Atlantic to ensure strategic commu-
nications become more central to national strategy, policy-
level acceptance of the idea is still cautious at best, and signifi-
cant resistance can still be found when cross-government
action is required. A key challenge to governments, therefore,
is not merely to ‘do’ or even ‘control strategic communications
more effectively, but to rethink the purpose and dynamics of

communication and action altogether.

Definition

The search for a common definition has often hindered
rather then helped strategic communications. Indeed, the
ideally flexible and adaptive nature of strategic communica-
tions means no single definition will suffice. Nevertheless,
strategic communications are seen to comprise four

main components: information operations; psychological

4 M. Federman (2010), ‘What is the Meaning of “The Medium is the Message"?, see http://individual.utoronto.ca/markfederman/article_mediumisthemessage.htm.
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operations; public diplomacy; and public affairs. These
in turn contain common elements. First is the need to
inform, influence and persuade audiences at home and
abroad, whether friendly, adversarial or merely a member
of the public. Second is the need to promote coordina-
tion across government to avoid what the US Army calls
‘information fratricide’® Third, the need to communicate
strategically is itself dependent on the ability to commu-
nicate actions to all affected and interested audiences and
to ensure that actions are themselves communicable, i.e.
complementary to and supportive of strategic objectives.
Given the many possible approaches and the inherent
definitional challenges, this paper takes as its point
of departure the following, more simple, definition of

strategic communications:

A systematic series of sustained and coherent activities,
conducted across strategic, operational and tactical levels,
that enables understanding of target audiences and, identi-
fies effective conduits to promote and sustain particular

types of behaviour.®

In Strategic Communication, Christopher Paul tries to
define strategic communications as support for national
strategy rather than as an essential element of it — as ‘coor-
dinated actions, messages, images, and other forms of
signalling or engagement intended to inform, influence, or
persuade selected audiences to support national objectives.’
Paul recognizes the essential relationship between national
strategy and strategic communications, observing that

communicating strategically can only be meaningful when:

we have clearly stated national objectives, which contain
nested intermediate or supporting objectives; nesting all
the way down to the operational and tactical level. These
clear statements make it easy to see which objectives can

be realized through influence or persuasion, and which

can be supported through such efforts. In pursuit of these
objectives, appropriate priority is given to influence. Not
that influence is always the primary means for pursuing
policy but that it is always considered for possible primacy
in a policy or operation, and is the top priority when it is

appropriate for it to be.*

It would seem evident that the US is largely ahead of the
UK in thinking about strategic communications at a whole
of government level. The US Department of Defense 2009
Report on Strategic Communication refers to ‘emergent
thinking’ which is seen to be ‘coalescing around the
notion that strategic communication should be viewed
as a process, rather than as a set of capabilities, organiza-
tions, or discrete activities’” In its broadest sense, ‘strategic
communication’ is the process of integrating issues of
audience and stakeholder perception into policy-making,
planning, and operations at every level. As the Joint Staft’s
October 2009 Joint Integrating Concept for Strategic
Communication (SC JIC) puts it,

Strategic communication is the alignment of multiple
lines of operation (e.g., policy implementation, public
affairs, force movement, information operations, etc.)
that together generate effects to support national objec-
tives. Strategic communication essentially means sharing
meaning (i.e., communicating) in support of national objec-
tives (i.e., strategically). This involves listening as much as
transmitting, and applies not only to information, but also

[to] physical communication - action that conveys meaning."

The 2009 SC JIC further acknowledges the problem of
locating strategic communications too firmly at any one
level of planning or activity. Yet, at present as has already
been stated, strategic communications still too often
reflect a ‘whole-of-military’ rather than a much-needed

‘whole-of-government’ concept and culture. This is in part

5 This is an allusion to the Cold War problem of ‘missile fratricide’ whereby the strategic effect of a missile attack might be diminished as the blast from

one missile destroys another on its approach

Ibid., p. 174.

O © 0w 3 O

Steve Tatham, Strategic Communications: A Primer, ARAG Special Series 8/28, Defence Academy of the United Kingdom (2008), p. 7.
Christopher Paul, Strategic Communication: Origins, Concepts and Current Debates (Santa Barbara: Praeger, 2011), p. 3.

US Department of Defense, Report on Strategic Communication, December 2009 (Washington, DC: Department of Defense, December 2009), pp. 1-2.
US Department of Defense, Strategic Communication: Joint Integrating Concept (Washington, DC: Department of Defense, 7 October 2009), p. ii.

www.chathamhouse.org



Strategic Communications: What?

due to the enthusiasm with which military organizations
have taken to strategic communications: communications,
and particularly the communicative value of action in a
conflict space, is a fundamental part of military activity
and armed forces are the servant of national strategy. The
US Department of Defense Dictionary of Military and
Associated Terms, while recognizing the military predomi-
nance in this field, makes a welcome concession when it

describes strategic communications as

Focused US Government efforts to understand and engage
key audiences to create, strengthen, or preserve conditions
favorable for the advancement of US Government interests,
policies and objectives through the use of coordinated
programs, plans, themes, messages and products synchro-
nized with the actions of all instruments of national power

[emphasis added]."

The 2010 White House National Framework for Strategic
Communications, referred to earlier and overseen by Vice-
President Joe Biden, reflects this developing ambition and
the expansion of strategic communications into national

strategy.

We describe ‘strategic communications’ as the synchroniza-
tion of our words and deeds as well as deliberate efforts to

communicate and engage with intended audiences..."?

The White House Framework continues and identifies

some of the challenges for government:

Although the United States Government carries out
deliberate communication and engagement worldwide,
the priorities for our communication and engagement
efforts are the same as overall national security priorities.
Communication and engagement, like all other elements of
national power, should be designed to support policy goals

as well as to achieve specific effects to include:

® foreign audiences that recognize areas of mutual interest
with the United States.

® foreign audiences that believe the United States plays a
constructive role in global affairs;

® and foreign audiences that see the United States as a
respectful partner in efforts to meet complex global chal-
lenges. Our communication and engagement with foreign
audiences should emphasize mutual respect and mutual
interest. The United States should articulate a positive
vision, identifying what we are for, whenever possible, and
engage foreign audiences on positive terms. At the same
time, our countering violent extremism (CVE) efforts
should focus more directly on discrediting, denigrating, and

delegitimizing al-Qa’ida and violent extremist ideology.”

While the UK Cabinet Office is moving in a similar
direction, this ‘all national means” approach contrasts with
the only currently published definition of strategic communi-
cations as offered by the British Ministry of Defence in 2011,
in which strategic communications are placed very clearly at
the defence-strategic level. According to a March 2011 Joint
Doctrine Note, strategic communications should be limited
to ‘advancing national interests by using all Defence means
of communication to influence the attitudes and behav-
iours of people’ [emphasis added]." Although more cross-
governmental approaches are evolving, the British approach
has some of the appearance of the tail wagging the dog, in
that until recently the defence contribution has been offered

before a national concept has been established.

Strategic communications and public
diplomacy

A contentious and persistent part of the definitional debate
concerns the relationship between strategic communica-
tions and public diplomacy. This is partly because so many

established public diplomats object to this new arrival

11 US Department of Defense, JP 71-02 Department of Defense Dictionary of Associated Military and Associated Terms, 8 November 2010, amended through

16 May 2011 (Washington, DC: Department of Defense) pp. 347-8.

12 White House, National Framework for Strategic Communications (Washington, DC: The White House, 2010) p. 2.

13 Ibid., p. 6.
14 Development, Concepts and Doctrine Centre, Joint Doctrine Note 1/11, ‘Strategic Communication: The Defence Contribution, March 2011 (Shrivenham:
DCDC) p. 1-1.
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on their territory. Yet it is arguably the failure of public
diplomats to think strategically that has led to the need
to establish communications more centrally in policy and
strategy. A 2009 Congressional Research Service report

highlights the distinction:

Public diplomacy is defined in different ways, but broadly
it is a term used to describe a governments efforts to
conduct foreign policy and promote national interests
through direct outreach and communication with the
population of a foreign country. Public diplomacy activities
include providing information to foreign publics through
broadcast and Internet media and at libraries and other
outreach facilities in foreign countries; conducting cultural
diplomacy, such as art exhibits and music performances;
and administering international educational and profes-

sional exchange programs."

The implication here is that public diplomacy is about
communicating US policy to foreign nationals and not
specifically about strategy, or indeed about using commu-
nications to achieve strategic effect. Public diplomacy
is better understood, therefore, as a subset of strategic
communications. It should be considered as one component
alongside, say, information operations; something that
some public diplomats find distasteful. One key difference
is that public diplomacy has traditionally been the practice
of civilians, whereas the military remain prominent in the

field of strategic communications.

The information environment

Effective strategic communications must be established
upon a strong understanding of any given information
environment. As Paul suggests, strategic communications
have thus far been stuck too often on the ‘send button’ (as
in a radio transmitter), have tended to be too reactive to
events and actions and have been driven by the flawed
presumption that communications can be switched on or

off (and controlled) by the government. As such they have

generally failed to respond to the ubiquity, immediacy and
pervasiveness of the modern information and communica-
tions environment. Communicating has traditionally been
understood to be a two-way process, and effective strategic
communications, if properly configured (and not merely as a
euphemism for ‘megaphone diplomacy’), should inform the
periodic adaptation and adjustment of policy and strategy.

Rather than conceive of communications as a linear
activity taking place between ‘speaker’ and ‘listener’ — an
activity that is to a large extent initiated and controlled by
the ‘speaker’ - communications have become a necessity
and a constant of experience in modern society. The
challenge posed for national strategy in a rapidly evolving
and borderless information environment concerns, first,
how best to communicate strategically and thereafter
how best to communicate this strategy consistently in
the context of many competing messages and alternative
voices. The challenge to governments is to move beyond
communicating from ‘us’ to ‘them’ and embrace new tech-
nologies as they evolve, and recognize that the voice of
government is but one of many: in the world of ‘all to all’
instantaneous information transfer there is no barrier to
entering the world of strategic communications.

A broader understanding of the value of strategic commu-
nications might enable or improve national strategy, rather
than simply seek to explain it. Indeed, the role of strategic
communications should be to establish the conditions in
which, and activities by which, a more ambitious national
strategy can be implemented more effectively, rather than

merely serving to communicate that strategy.

Barriers to communicating strategically

The current narrowness of the debate over the role and
utility of strategic communications in the pursuit of
national strategy, particularly at a time of austerity, reflects
an inability on the behalf of governments to respond to
subtle shifts in the policy environment and in turn to
inform and shape national strategy in an iterative and

responsive process.

15 Kennan H. Nakamura and Matthew C. Weed, ‘U.S. Public Diplomacy: Background and Current Issues, 18 December 2009 (Washington, DC:

Congressional Research Service) p. 2.
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As Gowing and Paul argue so persuasively, the funda-
mental problem for strategic communications, as currently
conceived, is a lack of a strategy. The result is an iterated,
reactive approach to strategic communications that in
itself is insufficient to cope with the relationship between
strategy, policy, action and the 24-hour news cycle. This
lack of coherence - and the resulting information fratri-
cide it brings — tends to exaggerate errors and failures. This
is furthermore a consequence of there being no measur-
able indicators of performance, meaning there appear to
be few if any ways to establish a demonstrable link between
messaging and effect.

Too often, strategic communications (and strategic
communicators) tend to be brought in too late and at too
low a level to influence and support strategy. Indeed, it is
a central contention of this report that organic strategic
communications must be seen as part of an emerging
whole-of-government security concept and must develop

in parallel with, if not within, such efforts and structures.

Developing a comprehensive approach

Recent experience in Iraq and Afghanistan would suggest
a concept of strategic communications that emphasizes
the need not only to place communications at the centre
of all military campaign planning but also to locate all
communications activities in an integrated and systematic
campaign in order to shape the many narratives as part
of moving communities beyond conflict and progress
towards the achievement of strategic goals.

The first step to realize such a change in the status and role
of strategic communications would be to harmonize defini-
tions or to qualify such definitions depending on any given
circumstance. At present there appear to be three levels of
strategic communications: support for broad national goals, for
narrower security and defence-strategic goals, and for mixed
operational or local goals. At the very least, greater comple-
mentarity is needed across those three levels as a first step to
making strategic communications truly strategic. Such a goal

would require a more holistic approach to understanding the

role of communications in strategy in the current world. Such
considerations would in turn enable a more unified under-
standing of the role of all components in the communications
toolbox that are germane to responsive strategy.

In particular, in order to communicate strategically,
strategic communications must be adaptive to the level and
moment of application. The need for flexibility supports
the view that strategic communications should be seen
more as a framework than as a paradigm in its own right
- ie. cohesion and consistency are more important than
structure. Indeed, the struggle to establish a common defi-
nition could perhaps be avoided if strategic communica-
tions were to be seen more as a pool of capabilities.

Strategic communications must by definition be at
the heart of influence and engagement, and influence is
fundamental in the pursuit of strategic goals. Striking the
right balance between capability and structure will thus be
essential if national strategy is to be realized. To that end,
the US National Security Council has created a Global
Engagement Directorate, while the State Department has
created the Global Strategic Engagement Center. These
moves are intended partly to centre the debate over
strategic communications and partly to create alternatives
(‘global engagement’) to a term that through its very lack of
definition is losing credibility in high policy circles; ironi-
cally, just at the point when it is becoming most needed.

Effective strategic communications are challenged along
a horizontal axis of elapsed time, which in the era of the
24-hour news cycle and of constant political oversight can
militate against the effective, consistent and long-term
communication of strategy. But they are also challenged
along a vertical axis which shows that the strategic effort
includes a range of constituent pillars with very different
characters (military, trade, diplomacy, aid and so on) at
different stages of development, and with different require-
ments as far as strategic communications are concerned.
In these conditions, consensus and coherence may be
impossible to achieve. Christopher Paul and John Robert
Kelley highlight what they call the Influence versus Inform
versus Communication debate, which can be broken down

into three essential categories.” Information management

16 See Paul, Strategic Communication, p. 43.
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takes place over the short term; influence takes place over
the medium to longer term; and engagement builds rela-
tionships for the longest term. The challenge for effective
strategic communications is one of cohesion, in that all
three elements are distinct professional domains in their
own right, with their own practitioners, cultures and

doctrines. In this vein, Gowing gives a stark warning:

the time lines of media action and institutional reaction
are out of sync. The information pipelines facilitated by the
new media can provide information and revelations within
minutes. But the apparatus of government, the military or

the corporate world remain conditioned to take hours.”

Given that all engagement - civil or military - is an
extension of policy, policy is today as much about the
message as it is about substantive change. This would
suggest that the first-order requirement is to see strategic
communications as a means of pursuing the ends of
national strategy, both at home and overseas, and thus
establishing a transmission line between policy, strategy
and action.

Given that imperative, a shared vision across the military
and multiple civilian efforts must be central to effective
campaigning and communications. Strategic communica-
tions are thus critical as a means of establishing coherence
and imposing sufficient discipline on all those charged
with its realization, and yet must be flexible enough to be
adapted in the light of inevitable change. Such a ‘vision’
must by definition consider in the round short-, medium-
and longer-term information, messaging and engagement,
otherwise known as influence. Such components indicate
not only the need for a close relationship between policy
planning and implementation, and for some metrics
against which to measure performance, but also for some
mechanism at the heart of government to ensure consist-
ency across government, in order to maintain the all-
important interface between policy, strategy and action.

Strategic communications are more than a process,
requiring the capability to consider, coordinate and

communicate. To be effective, strategic communications

require a common culture of strategy and communica-
tions. Establishing such a common culture is a challenge
both within and beyond governments, as will be discussed
in more detail in Chapter 3.

Any strategic communications strategy worth the name
requires several mutually reinforcing elements. These
include the early establishment of credibility abroad, for
example in military theatres, and at home; promoting
shared values; promoting national and transnational
values; and informing and communicating with key
constituencies. Specifically, cultural understanding must
be an early and integral part of strategic planning and
policy development from the very outset. The impacts of
words and actions on the media must also be assessed and
anticipated by strategic communications experts before
any action or implementation. Thereafter, consistency of
message and coherence between act and word must be
maintained.

Several other lines of operation relating to strategic
communications should also be considered as organic to
the planning process and not simply as a consequence of
it. These include inter alia how to establish information
superiority and information dominance, the relationship
between information and education from the short to
the longer term and an understanding of any opponents
and their evolving strategic communications package — in
terms both of message and use of media and of ways to
counter opponents while still maintaining credibility at

home and in theatre.

Summary

Strategic communications should form the interface
between national strategy and action. However, for all the
ambition of recent government documents on both sides
of the Atlantic, strategic communications remain an essen-
tially reactive and characteristically military-led process.
Critical to the success of strategic communications
will be high-level political ‘ownership’ of the idea and

leadership across government. This must be supported

17 Nik Gowing, ‘Skyful of Lies’ and Black Swans: The New Tyranny of Shifting Information Power in Crises (Oxford: Oxford University Press, 2009), p. 27.
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by sufficient resources for the development of a credible
communications strategy able to reach across government
and down into the departmental level. This will in turn help
foster a clear strategy at the heart of government as well as
far better coordination across and beyond government to
ensure the delivery of the required national strategic effect.

Strategic communications must be seen to reach out
from central government to operational environments
(both military and non-military) and to the local domestic
constituency. Moreover, it must be perceived to be relevant,
credible and authoritative at all levels of the governmental
process, from the highest policy level to the practical levels
where engagement takes place. In order to be effective,

therefore, strategic communications should be both a

‘centre-of-government’ concern (i.e. an organic part of
the policy-making and strategic process at the highest
levels) and a ‘whole-of-government’ unifier (i.e. a common
feature of all activity at all levels of government).

Finally, influence is integral to strategic communica-
tions and is thus critical to the relationship between
policy, strategy and action. Given the intimate relationship
between the act and the message, strategic communica-
tions design must take place in support of and in parallel
with the design of policy. As such, effective strategic
communications will demand early recognition of the
concept of influence over the short, medium and longer
terms within policy-making. Only then will government

be able to communicate strategically to best effect.
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2. Strategic
Communications:
Why?

Chapter 1 discussed the nature and meaning of strategic
communications and explored some of the obstacles
(technical, bureaucratic, political and conceptual) impeding
its wider development and application. Having thus given
substance to a much-used yet rather imprecise term, and
before discussing where strategic communications should
be organized and managed within government, the next
task is to ask why governments should have become so
interested in the idea and practice of strategic communica-
tions. Strikingly, much of the current debate on the topic
seems both commonsense and commonplace. But if so,
why is it that governments, private-sector organizations,
analysts and commentators have all become preoccupied
with strategic communications? Is this a manufactured
interest of some sort, merely a response to the latest intel-
lectual fashion? Or are there more substantial and serious
dynamics at work? Are governments drawn to strategic
communications simply in order to communicate national
strategy, or are strategic communications an altogether
more complex, important and richer resource?

There are a number of reasons why governments might
wish to develop a more elaborate and formal communica-
tions policy or strategy, not least to keep pace with a rapidly
evolving information environment. The straightforward
view of the UK Ministry of Defence (MoD) is that ‘the

ultimate purpose of strategic communication [singular]
is to advance the national interest and to support national
policies and objectives’® But this explanation says more
about the objectives held by government than it does about
the means chosen to achieve those objectives. Why should
communications be considered part of, or a contribution
to national strategy? In the first place, the 21st-century
communications environment is evolving so fast, and
reaching instantaneously into so many areas of public,
commercial and private life that a response of some sort
is demanded by those in government. If the internet and
social media sites are acquiring a political character of
their own, then governments must respond in some way.
It is also clear, in the words of one senior military inter-
viewee, that insurgent and terrorist adversaries have seen
the merit of strategic communications in some form as an
adjunct to their campaign; indeed, others would argue that
communications are not merely an adjunct to but at the
heart of insurgent and terrorist campaigns."

For those governments involved in complex interven-
tion and stabilization operations in Afghanistan and
elsewhere, there is an urgent sense that the task of explana-
tion has not so far been performed well. The UK MoD, for
example, acknowledges the growth of interest in strategic
communications within the MoD and across government,
and attributes much of this interest to ‘the recent experi-
ence of our struggle to forge coherent strategies for our
campaigns in Iraq and Afghanistan, and to communicate
them to audiences in a compelling way against a backdrop
of 24-hour, and increasingly pervasive, social media’®
These ‘audiences, it should be noted, could be British,
Iraqi, Afghan or indeed any other nationality or constitu-
ency thought relevant. And finally, there is a growing
appreciation within government that strategic communi-
cations embody ideas and procedures which could make it
possible for the various functions of government (including,
of course, national strategy itself) to be undertaken more
effectively and, with fiscal constraints in mind, more effi-
ciently. In sum, what we find is that the UK government

has an understanding of strategic communications which

18 Ministry of Defence, ‘Strategic Communication: The Defence Contribution’, Joint Doctrine Note 1/11 (London: MoD, March 2011), para 106, p. 1-2.

19 Interview C.
20 MoD, ‘Strategic Communication para 2, p. i.
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is fairly limited in its sophistication and imagination, yet
even this proves difficult to coordinate and implement.
With these and other motives in mind, this chapter
suggests four broad reasons why governments should take
an increasing interest in strategic communications. At
the most general level there is a constitutional obligation
laid upon democratic governments to communicate and
explain. Strategic communications also offer the opportu-
nity for governments to establish their competence and
credibility. Third, they can help to encourage coherence
and consistency within government communications
and to ensure that what is declared is not contradicted
by what is done. And finally, they might also offer the
prize of enhanced comprehensiveness and cooperation
in the achievement of strategic-level goals and within

government.

Constitutional obligation

At the heart of a parliamentary system of government
lies a complex relationship between the executive (i.e. the
government of the day), the legislature (i.e. parliament
itself), the judiciary and the electorate. In order for this
relationship to be kept in equilibrium it is required of the
executive, within reason, to communicate its intentions,
goals, achievements and failures. Without such a passage
of information it is unlikely that the ‘checks and balances’
usually associated with a functioning democracy could
have the desired effect. Communication is also expected
for other, less formal reasons: it is regarded generally as an
attribute of democracy and the reluctance to communicate
could convey an adverse impression as to the executive’s
democratic credentials. Democratic legitimacy and power
are, of course, based on consent. But democratic consent is
impossible without understanding, just as understanding
is impossible without communication. As Manuel Castells
has observed, ‘How people think about the institutions
under which they live, and how they relate to the culture
of their economy and society define whose power can be

exercised and how it can be exercised’” “Thinking about

institutions’ should be a substantial, empirical and well-
informed exercise rather than a flight of fantasy. This
exercise requires communication; an executive that is
willing and able to explain itself is more likely to be able
to listen and respond to the electorate, to parliamentarians
and to the judiciary, and thereby to fulfil its constitutional
obligation.

Whilst some argue that the state as an entity is
weakening, it remains the focal point of identity and
governance. The National Transitional Council in Libya
is not seeking to replace the Libyan state with some form
of Caliphate. Indeed, much of the Arab Spring represents
a struggle for a better state, and a more accountable
democratic state. Accountable representation can only
take place within borders. Strategic communications,
while able to exploit the borderless capabilities of new
communications technologies, must therefore ultimately
be focused on how better to strengthen the state institu-
tions of target audiences. Indeed, the very ethos of the
struggle since 9/11 has been that of the state versus the
anti-state. The place of the state at the centre of life is
itself dependent on communications, which by extension
reinforce the state system upon which all national strategy
is predicated.

Public communication is therefore at the heart of
democratic government, and particularly so in the age of
near-instant mass communication across a wide variety of
media. In these circumstances, how could government not
communicate? And since political parties and politicians
are communicating with an electorate that will assess their
promises and performance and decide whether or not to
elect (or return) them to office, it should be no surprise to
find that this communication is regarded as ‘strategic’, in
the loosest sense of that term.

Democratic communication is not simply about the
passage of information, however. Communication is
also a matter of trust: trust that what is being said is
accurate and based upon reliable information and intel-
ligent assessment; and trust that the communication
is, above all, designed to inform the electorate rather

than manipulate it. It is here that both parliament and

21 Manuel Castells, Communication Power (Oxford: Oxford University Press, 2011), p. 417.
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the electorate — and indeed the media - become most
sensitive to the possibility that government commu-
nication can be characterized more by ‘spin’ than by
transparency. Governments seem, nevertheless, to find
this a tempting possibility. We have referred earlier to
Gowing’s argument that the ‘main instinct’ of govern-
ment is still drawn to ‘spin’ and even ‘official bullying’ and
‘dishonesty’ in order to dominate the ‘information High
Ground’® However, when policy draws upon spurious
analysis or manipulated statistics, or when the informa-
tion upon which policy is said to be based is revealed to
be knowingly and deliberately incomplete, then there is
likely to be a corrosive effect on the relationship between
executive, legislature, judiciary and electorate.

The relationship might also be damaged through
over-use as much as misuse. In The New Machiavelli,
Jonathan Powell’s provocatively entitled memoir, the
former Chief of Staff to Prime Minister Tony Blair
describes the executive becoming almost obsessed with
winning over the media: ‘Our primary target was Rupert
Murdoch, and Tony went out of his way to woo him.”
Powell’s memoir describes a political culture in which the
media were so powerful that politicians and the executive
could no longer be content with mere communication,
as we must expect of them, but sought to control the
message. The subtitle of Powell’s book is clear enough:
‘How to wield power in the modern world. Powell
warns against too deep an obsession with the media and
against too close a relationship between the executive
and journalists. But we should look across the political
divide, and to a more recent political controversy (albeit
one which also involves Rupert Murdoch) for a more
vivid account of the damage that a misguided commu-
nications strategy can do to the constitutional system.
Following the collapse of the tabloid newspaper News of
the World in 2011, after allegations of telephone hacking,
Peter Oborne, the chief political commentator for the
Daily Telegraph, excoriated what he saw as ‘the Murdoch

system of government”:

The Murdoch empire was fundamentally hostile to British
history and institutions, and intrinsically opposed to the
rule of law. It pressed for a powerful republican agenda and
effectively occupied a great deal of the public space which
previously belonged to Parliament. It became normal for
ministers to make important announcements through the
press, bypassing the House of Commons and causing it to
lose its historic role as the forum where governments first

made information known.*

In summary, we can say that in a democracy informative
and transparent communication is essential to the mainte-
nance of a productive and enduring relationship between
the executive, the legislature, the judiciary and the electorate.
Communication therefore has a constitutional (or ‘strategic’
in that sense) significance and the democratic process can
be damaged when communication is insincere, inadequate
or incomplete. There is also a more straightforward political
motive at work, in that the executive can become highly
sensitive to the possibility of reputational (and therefore
electoral) damage caused by miscommunication or misun-
derstanding. And when, as a result, the executive develops a
very closely managed communications strategy this can also
do damage to the democratic process as the electorate and
the media come to perceive government communications as
intended to manipulate or deceive. If it is possible, therefore,
for governments to communicate either too little or with
insufficient thought, or disingenuously, it is also possible for
governments to communicate too much and with an excess
of planning. But there is a third possibility to which we now

turn: having a communications strategy that is just right.

Competence and credibility

One should expect democratic governments not only
to meet their constitutional obligations but also to seek
to prevent adverse impressions and misunderstandings

taking hold. These two imperatives can come into conflict

22 Gowing, ‘Skyful of Lies’and Black Swans, p.19.

23 Jonathan Powell, The New Machiavelli: How to Wield Power in the Modern World (London: The Bodley Head, 2010), p.190.
24 Peter Oborne, ‘In the post-Murdoch age, politics can develop genuine substance;, The Telegraph, 28 July 201 1: http://blogs.telegraph.co.uk/news/peteroborne/

100099006/in-the-post-murdoch-age-politics-can-develop-genuine-substance/ .

www.chathamhouse.org



Strategic Communications: Why?

with each other, as we suggest above. But in the words
of a popular song of the 1940s, as well as ‘eliminate the
negative, governments are also motivated to use a commu-
nications strategy in order to ‘accentuate the positive’ - to
demonstrate their competence, affirm their credibility and
perhaps even establish their legacy.

This is scarcely a new phenomenon. Although several
centuries before England and Britain can be said to
have developed into a mature democracy, the ninth-
century rule of Anglo-Saxon King Alfred the Great
was, in David Starkey’s assessment, shaped by Alfred’s
understanding that royal power should be popular
rather than simply coercive. “To a remarkable extent,
writes Starkey, ‘our image of Alfred as “The Great” is
— still and after over a thousand years - a product of
Alfred’s own self-invention. It goes without saying that
such a view is not impartial. But it has survived only
because Alfred’s achievements matched the grandiosity
of his vision. Alfred was, in short, ‘his own Minister for
Information and, as in everything else he did, a highly
effective one’”

A ‘positive’ reputation can be ‘accentuated’ through
a combination of actions and words (and images).
Furthermore, while it is well established in communica-
tions theory that the substance, accuracy and veracity of
the message should receive careful attention, so too should
the medium by which the message is to be conveyed.
Certain forms of communication, in other words, might
be better suited than others in relaying certain messages
to certain audiences. It might be better, for example, for
a local government authority to pass information about
youth employment opportunities via some form of social
media than via an advertisement printed in a centre-right
newspaper.

Strategic communications are not, however, concerned
simply with the passage of information; they are also
concerned with reputation. And reputation is consen-
sual: without some expectation, if not guarantee, that
the ‘positive’ will indeed be seen as such, reputation-
building could prove to be a wasted effort. It follows that

government communication should not merely involve

the passage of the most persuasive information by the
most favourable means, but should also have a more
cognitive goal; an attempt to influence and shape the very
framework against which the government’s performance
is to be judged. In crude terms, a government will prefer
that the criteria by which it is to be assessed are those
most likely to produce a favourable judgment. As well
as managing the message and the medium, therefore,
strategic communications also offer an opportunity to
shape the interpretation and assessment of the informa-
tion being conveyed (as well as the choice of medium) in
order to ensure that observers (or the electorate) come
to their own favourable conclusions about the govern-
ment’s performance. A government that aspires to be the
judge in its own cause is not likely to have much cred-
ibility where parliament, the electorate or the media are
concerned.

The importance of this cognitive manoeuvring can
be illustrated in one simple example: by mid-2011, as
the effects of the international economic crisis were
beginning to be more keenly felt at the national level
through policies of retrenchment in public spending, it
had become important for the government of the United
Kingdom, not least with a future general election in
mind, to be seen as the government for fiscal respon-
sibility and careful management, rather than as one
willing to use the fiscal crisis as a means to achieve the
ideological goal of ‘small government’ through a series of
spending cuts in the arts, education, defence, inner city
services and investment, the national health service, the
transport infrastructure and so on. Hence, UK govern-
ment announcements generally avoid the use of the
term ‘cuts, preferring instead to paint a picture of a more
responsible and constructive approach to the economy
through reference to ideas such as ‘balance] ‘prudence,
‘taking stock, ‘deficit reduction, ‘Tong-term recovery’
and so on. Agenda-setting’ is usually associated with
the activities of the media, but there seems no enduring
reason why governments should not attempt something
similar, or perhaps seek to exploit their media connec-

tions to that end.

25 David Starkey, Crown & Country: A History of England through the Monarchy (London: Harper Press, 2010), pp. 45, 49, 56.
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Coherence and consistency

In whatever circumstance the term is employed - personal,
political, commercial or military - ‘strategy’ is usually
taken to imply careful analysis leading to well-reasoned
choice and decision, with singularity of purpose and the
efficient coordination of efforts and resources to achieve
that aim. It would be considered unusual - indeed, non-
strategic — for an army, a police force or a commercial
enterprise to respond to a challenge or crisis by producing
a range of different action plans, each apparently as
plausible as the others and each with a different aim. In
a similar way, strategic communications implies that the
discipline of strategy can be infiltrated into the often rather
disordered world of government communications in order
to achieve coherence and consistency. For the purposes of
this report, to discipline government communications in
a strategic manner would require that attention be paid to
the dynamic relationship that is at the heart of strategy -
the relationship between ‘ends, ‘ways’ and ‘means.*

The first implication is that there should be one aim or
end to government communications, rather than several.
Or if there are several objectives in play, then each should
address a different area, in a manner that does not conflict
with other methods being used, and all to a common
purpose. We return to this theme in the next section.

As far as ways are concerned, here the value of imple-
menting a strategic communications framework would be to
achieve coherence across a wide variety of communications
sub-specialisms including public diplomacy, psychological
operations, media relations, information operations, key
leader engagement and influence campaigns. This is not to
suggest that these different activities must be homogenized
into a unitary and centrally managed communications
effort. But some attempt should be made to ensure at least
that one approach does not conflict with another and, at
best, that the various communications methods contain
mutually supportive messages. As we argue in Chapter 1,

effort should also be made to ensure that communications

designed to address immediate or short-term goals are
not inconsistent with, and will not be found to contradict,
communications that have medium- and long-term effects
in mind.

Finally, concerning means, a strategic communications
framework should provide coherence and consistency in
government’s use of new media. The twenty-first century
communications environment continues to evolve, and
rapidly. Technologically, the internet, the world wide web
and personal e-mail are being supplemented (if not chal-
lenged) by new modes of communication such as social
media and micro-blogging. Socially and politically, the
significance is not only that these technologies might soon
enable every person in the world to be connected elec-
tronically to every other person - the ‘all-to-all’ account
of the contemporary communications environment -
but that new political forces are evolving, represented
by such terms as ‘citizen journalism, ‘participatory web,
peer-to-peer media, ‘social networking, ‘video-sharing,
podcasting, ‘lifestreaming, ‘virtual world, ‘web activismy’
and so forth, which are far beyond the understanding and
oversight, let alone the control, of conventional govern-
ment. When government makes use of these different
means of communication it will therefore be necessary
not only to understand the breadth of the communica-
tions environment into which it ventures but also to
ensure that the style of one does not undermine or contra-
dict the content of another, and that authority does not
become confused or even lost as a result. Here, a discus-
sion over means must also consider level of ambition.
MacLuhan’s observation that the medium is the message
also concerned the very nature of the medium and how it
shapes the communication process.

Consistency should also be sought between spoken
and practical means of communication, or more simply
between words and deeds. As the White House National
Framework for Strategic Communications (discussed
in Chapter 1) makes clear, ‘actions have commu-

nicative value and send messages” Incoherence and

26 In the words of the 2010 UK National Security Strategy, ‘A national security strategy, like any strategy, must be a combination of ends (what we are

seeking to achieve), ways (the ways by which we seek to achieve those ends) and means (the resources we can devote to achieving the ends). HM

Government, A Strong Britain in an Age of Uncertainty, p. 10, para. 0.14.

27 White House, National Framework for Strategic Communications.
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inconsistency between words and deeds could be costly: ‘If
there is a disconnect between what we say, what we stand
for, or our “narrative”, and the way we act, or are perceived
to act, then we lose credibility in the battle of perceptions.
We lose credibility, and then we lose authority’* To some
extent, deeds ‘speak’ for themselves; messaging by praxis,
perhaps. If it is desirable that the practical and the spoken
messages should be consistent, it is essential first to agree
upon what the message should be and then to ensure that
it is communicated accurately to various audiences. A
strategic communications framework should be designed

to achieve precisely these goals.

Comprehensiveness and cooperation

The final set of explanations for the growing interest in
strategic communications concerns the quality of the
strategic process as well as the inner functioning of
government. If strategic communications are intended,
as we have suggested, to demonstrate competence and
credibility and to bring about a more coherent, consistent
and disciplined (albeit not homogenized) approach to
government communications, then a number of important
advances could be gained.

First, if it is considered that a well-designed and effective
strategic communications framework would be an asset
to government, then with some reverse engineering this
aspiration could serve to catalyse and improve national
strategy as a whole. As one interviewee observed, without
the ability to think strategically we cannot act strategically
and cannot, therefore, communicate strategically.” Since,
by this view, the ambition to communicate strategically is
premised upon there being a national strategic process of
a certain quality, then perhaps that ambition could have a
beneficial ‘pull-through’ effect upon practice.” In partic-
ular, strategic communications might be seen as a means
to improve the comprehensiveness of national strategy.

Confronted by a broad range of complex security chal-

lenges, both overseas and domestically, governments in the

UK and elsewhere have sought to develop a cross-depart-
mental, joined-up; integrated or ‘comprehensive approach’
to policy and strategy. An intriguing possibility presents
itself: if the current preoccupation with strategic commu-
nications can help to make the case for the relevant depart-
ments and agencies of government (and, where necessary,
non-governmental and private-sector bodies) to cooperate
in pursuit of a singular national strategic purpose, then
the result is likely to be a more efficient strategy (espe-
cially welcome in a time of economic austerity) and one
that could achieve a more convincing and durable effect.
Strategy is, of course, about the delivery of effect. And
if lasting change is sought, in post-conflict stabilization
and reconstruction operations for example, then it seems
appropriate to draw upon a government communications
framework that is explicitly concerned with effect ‘on
the ground, among ‘target audiences’ and so forth, and
that, as discussed above, seeks to achieve consistency and
coherence over time.

Finally, it should be considered that effective strategy is
not solely a matter of coordinating a variety of ways and
means in the achievement of an end that is both singular (e.g.
the post-conflict stabilization of Afghanistan) and complex
(involving, in this example, the diplomatic, developmental,
economic and military functions of government). Effective
strategy also acknowledges that governments will always
have a range of ends in play; each department of govern-
ment will have its own, specialist goal and all of these
cannot and need not be homogenized around a singular
purpose. National strategy can rarely, if ever, be encapsulated
in a single plan to be carried to conclusion before anything
new can be considered. Strategy is ‘multi-tasking’: several
plans must often coexist in a complementary manner, and
at other times must simply coexist. In this respect, the merit
of strategic communication lies in the ability not only to
explain that government departments do not and should
not cooperate in every instance, but also to show that it is
possible (indeed, necessary) to pursue a variety of specialist
objectives simultaneously and coherently and without

fundamental contradiction.

28 D. Barley, ‘Winning Friends and Influencing People) The British Army Review (No. 148, Winter 2009-2010), p, 58.

29 Interview B.
30 Interview D.
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Summary

This brief discussion of the merits of strategic commu-
nications shows this to be a complex and sophisticated
matter; more than a commonplace activity and rather
more than common sense. There is, certainly, a fash-
ionable aspect to strategic communications, making it
difficult for governments to ignore the subject. Equally,
the technological possibilities of early twenty-first-
century communications make it inconceivable that
governments should not wish for a more efficient and
organized communications strategy. But there are more
substantial reasons that explain the growing interest in
strategic communications, as well as the growing litera-
ture concerning the subject. First, strategic communi-
cations satisfy an implicit constitutional obligation laid
upon democratic governments to inform and explain
and, therefore, to communicate. There is a fine balance
to be struck here; it is possible for governments to

communicate too little, or without sincerity, just as it

is possible for them to communicate too much and be
accused of manipulation and ‘spin. Second, when the
desired point of balance is found, governments will find
that strategic communications can help to ‘accentuate the
positive; as a vehicle with which to demonstrate compe-
tence and credibility. Third, in pursuit of coherence and
consistency, strategic communications can not only have
a disciplining effect on national strategic thinking, by
requiring that strategy be clear and communicable, but
also ensure that what is communicated by government
is strategically credible. Finally, strategic communica-
tions can assist in the pursuit of comprehensiveness and
cooperation in government policy. If correctly conceived,
they can improve national strategy, as well as communi-
cate it.* More simply put, strategic communications are
a challenge to governments to explain themselves more
clearly and convincingly in order to gain and maintain
public support for policy, and to ensure that messages and
actions do not conflict with each other and undermine

the competence and reputation of government.*

31 Interview A.

32 Interview J.
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3. Strategic
Communications:
Where?

This chapter asks where the design and activity of
strategic communications should be situated within
government and looks at the articulation and explana-
tion of national strategy more generally. As we have
argued, the terrain of strategic communications is
diverse and complex: just as national strategy exists
in the form of several plans running concurrently, so
strategic communications must operate in a number
of domains and in several different ways. Strategic
communications are shaped by the national strategic
objectives that have been set, by the nature and respon-
siveness of the audiences in questions, and by the level
and intensity of the communications effort required.
Where, then, should strategic communications be
located within government? Who are the main actors
involved? And how can such a complex activity be
managed effectively?

Strategic communications can be understood as a rela-

tionship between several different levels of governance:

® Jeaders or actors at the heart of government who
devise policy and strategy;

®  communicators exploiting different media to commu-
nicate and articulate this strategy;

® ggents whose actions enable and enact strategy and

strategic communications; and finally

® the advocates or stakeholders beyond government
who, though not directly developing national strategy
and its accompanying narrative, are integral to its

realization, whether consciously or otherwise.

Across these levels strategic communications constitute a
pool of capabilities, of which communications as tradition-
ally understood are but one component. In the simplest terms
strategic communications can be conceived as comprising
the four main elements discussed earlier: information opera-
tions; psychological operations; public diplomacy; and public
affairs. Though much of the literature treats these as separate
entities, they are not mutually exclusive and can be used
interchangeably and simultaneously to achieve the desired
effect. Other relevant activities might include media opera-
tions; key leader engagement; internal communications; and
interdepartmental public relations. With so many different
components, and so many people already involved and
employed in these activities, a question that is just as valid as
‘where are strategic communications?’ might be ‘are strategic
communications where they should be?’

In October 2010 the UK Strategic Defence and Security
Review (SDSR) assured its readers that “The National
Security Council will [...] consider the infrastructure and
governance arrangements required for marshalling and
aligning the full range of communications resources across
and beyond government’® However, hindered by diverse
understandings — or misperceptions — both of the concept
and of the scope of its application, the experience of strategic
communications has varied widely across Whitehall over
the past year, shaped by the culture, mindset and priorities
of each government department. Despite growing awareness
of its potential, the government’s approach remains arguably
too compartmentalized; strategic communications are still
seen predominantly as the domain of communicators and
media officials and as an activity to be managed within
each department rather than as an inherent part of cross-
governmental policy and strategy.

In order for strategic communications to circumvent
these perceived shortfalls and to function effectively at

the heart of government, and in order to realize the

33 Cabinet Office, Strategic Defence and Security Review 2010, p. 68.
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principles set out in the previous section of the report
— constitutional obligation, competence and credibility,
coherence and consistency, and comprehensiveness and
cooperation — one further component must be added: a
political culture conducive to the development of national
strategic communications, doctrinally as much as practically.

This chapter asks first where strategic communications
should take place within the machinery of government
in the United Kingdom and where responsibility and
accountability should lie, before assessing the role of
communicators (such as the media) and agents (such as
the military). It concludes by asking how a more explicit
and effective culture of strategic communications could
foster greater coherence and cohesion in the manage-
ment and coordination of strategic communications more

broadly.

Government

Policy, strategy and strategic communications should all
be mutually reinforcing elements of the policy-making
process. The function of strategic communications within
this triad might usefully be described as ‘a tool of strategy,
exercised by the most senior levels of government when
they craft and weave the core messages in support of
policy goals. It is one way by which the strategic leader-
ship provides direction and guidance to the machinery of
government’* According to this view, responsibility for
strategic communications lies with senior policy-makers
and with political and military leaders who construct the
guiding narrative and are tasked with weighing up the
available options and making the decisions required.
Incorporated into the policy process from the outset,
strategic communications should be a visible feature of the
activity of each department, in a number of ways. First,
there should be evidence of a high-level understanding of
the broader effects that policies should and might have.
Second, there should be sensitivity to the possibility of a

variety of interpretations and implications of any given

policy in different quarters. Third, there should be an
awareness of the influence required to achieve consensus
and support for these policies. Finally, there should be
recognition of the affected stakeholders and audiences,
whose support will be necessary for the fulfilment of given
national strategic objectives.

Each government department has its own approach and
there is no uniform sense either of what strategic commu-
nications can bring to the functioning of that department
or of the role each department plays as a part of wider
government efforts to communicate national strategy.
For example, although the Ministry of Defence might be
considered relatively adept at talking in strategic terms and
developing doctrine, translating this to other departments
and stakeholders and being able to articulate the depart-
ment’s vision often proves more complicated.* Additionally,
although senior officials within the Department for
International Development (DFID) are paying increasing
attention to strategic communications,” a discrete culture
of strategic communications is much less apparent than
in other departments, despite the so-called ‘soft power’
role that DFID plays in terms of public diplomacy and the
pursuit of national values and principles.

Yet government departments, no matter how strong
their culture and how distinct their area of concern, can
never operate in complete isolation. Policies and strate-
gies overlap, and the actions and messages of one part of
government can either reinforce or undermine those of
another. Nonetheless, despite a tendency for departments
to work in so-called silos, the UK government has an
ambitious approach to achieve greater cohesion in strategic
communications across and beyond government. As part
of this, there is an argument for a central body of some sort
to coordinate efforts and create a regular forum for those
involved in developing, implementing and articulating
policy and strategy. Two options present themselves. The
first is that the Cabinet Office, in its position at the heart
of government, could provide a focal point for strategic
communications. Its mandate is consistent with the needs

of a cross-departmental effort and it is already tasked

34 Joint Doctrine Note, p. 1-2.
35 Interview F.
36 Interview |.
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with assessing the government’s approach to strategic
communications. However, given its existing role, it is
unlikely to have the capacity required to be a leader in the
field and may wish to be seen as a facilitator, better suited
to ‘socializing’ the idea across government, and devel-
oping a common doctrinal framework without seeking to
homogenize the strategic communications effort.”

The second option could be a model closer to the National
Security Council (NSC).* Comprising senior ministers
from all relevant departments and defence, intelligence and
security officials as required, the NSC’s regular meetings (at
least once a week) have proved a positive step in promoting
‘joined-up government on national security issues that
transcend departmental lines. However, this model is far
from mature. Recent urgent operational commitments in
Libya and the continued engagement in Afghanistan have
often limited the National Security Council’s ability to
be genuinely strategic, with too much attention given to
tactical or operational details.* For a model such as this to
work and for such a body to coordinate strategic commu-
nications across the whole of government and its associated
agencies and organizations, it would need to be able to
do two things. First, it would need to establish the appro-
priate level of seniority and delegated authority for those
who attend to take joint decisions and then to implement
those decisions in their respective department. Second, and
crucially, it would also need to be able to address issues of
strategic significance in both the long and short term, rather
than focusing on the tactical and operational processes of
media management and outreach.

Though both options offer the potential for a more
coordinated approach, there is a note of caution. There
is a balance to be struck between a shared vision and a
central voice. While a shared vision provides a stronger
message and appearance of unity, one could argue that it
is neither practical nor advantageous to have government
speak as one unit with one message.” Departments speak
to different audiences and stakeholders and their messages

should be nuanced according to the guiding priorities of

their work. In sum, there seems to be a structural impedi-
ment to the SDSR’s promise to ‘marshal’ and ‘align’ the
activity of strategic communications with UK government.

Other than at times of dire national emergency, the
goal of rational, decisive and eflicient ‘joined-up govern-
ment in the United Kingdom is more a matter of aspira-
tion than achievement, as the fate of a number of recent
cross-governmental initiatives would attest. The Prime
Minister, as the leader of the government of the day, has
considerable authority in that office. However, the various
departments of state are usually led by people with very
significant political reputations in their own right. And
as we discuss at more length below, the ‘departmental-
ized’ bureaucratic structure of UK government militates
against centralization and close control. The Cabinet
Office, for the present at least, has more of a coordinating
than a departmental leadership role, such that it would
be inaccurate to describe it as a ‘supervening’ depart-
ment of some sort. Only the Treasury could be said
to fill that role, but usually in a tacit manner. What all
of this means for national strategic communications is
that the UK National Strategic Communications Strategy
(NSCS), discussed in Chapter 1, must confront a number
of constitutional, institutional and individual obstacles as
it develops. Furthermore, the establishment of a head of
national strategic communications, based in the Cabinet
Office and with the authority and resources necessary to
tulfil the role, could be a lengthy and contested process. Yet
without such a person, such an office and such a strategy
it is difficult to see how national strategic communications

can achieve enough of its potential.

Communication

Strategic communications can involve a very wide variety
of individuals: not only those in designated communica-
tions roles, but also all those involved in communicating

policy, whether through words or deeds. Arguably, officials

37 Interview F

38 See http://www.cabinetoffice.gov.uk/content/national-security-council .
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at every level should be aware of the communications
dimensions of their role, within and beyond Whitehall.
Yet there should be no doubt that it is the media profes-
sionals, press officers and strategic communications experts
who can provide the specialist competence necessary for
effective strategic communications: the ability to take
complex policy and shape a message that is accessible and
appropriate for the relevant audience and communicable
via the most appropriate medium. Across the range of
communicators, experience and ability will inevitably vary.
However, many of those interviewed in the course of this
report highlighted the prominent role of individuals such
as Alastair Campbell, who was able to coordinate and
manage the government message from Number 10 through
his clear sense of the government view, the goals that were
to be achieved, and the best means for realizing them.*

The downside of a very closely managed communica-
tions strategy, as we have argued elsewhere in this report,
is that it may be perceived as government ‘spin’ and conse-
quently lose credibility and persuasiveness. While a strong
communications strategy can reinforce and support good
policy, messages will be regarded at best as superficial and
disingenuous if policy is perceived to be incompetent or
misdirected in some way. No communications strategy, no
matter how skilful and timely, should be expected to turn
bad policy into good. Not least for this reason, policy and
communications should not be seen as separate compo-
nents of the process but should work together from the
outset. A fundamental role of ‘communicators, therefore,
should be to ‘ensure that strategic goals and messages
are understood at all levels, and to foster the appropriate
culture and awareness across government.”

Within Whitehall there is of course a clear awareness of
the importance of priority audiences and key messages, and
how these messages should reach the right people.” In 2004
an Independent Review of Government Communications

(the Phillis Review) looked at the broader function of

communications across Whitehall and set out recommen-
dations to enhance the interaction between government
and politicians, the media and the public in the light of a
perceived breakdown in communications.” Many of the
recommendations of the Phillis Review would resonate in
today’s political and media climate. However, the approach
it prescribed, less than a decade ago, comes closer to an
insistence upon good communications and media manage-
ment practice than to making an argument for a more
considered and ambitious approach to communications
as a function of national strategy. It is this ambition that
appears to be lacking. Too often the government’s approach
to the media involves trying to sell the correct line or
control a story, as discussed in Chapter 2. In recent years
disproportionate attention has been given to sound-bites
and photo opportunities at the expense of a stronger, but
perhaps more subtle, strategic message. As one senior
official observed, it is normally possible to ‘ride things
out’ and withstand criticism if there is a clear narrative,
although too often the focus is on short-term achievements
and front-page stories instead of the bigger picture.*
Government relations with the media would benefit from
being more mature, balanced and aimed at the expert level.
As our media interviewees were keen to emphasize, jour-
nalists can see through attempts by government to manage
the message too closely; their preference, not surprisingly,
is for transparent assessments — even in adversity - and
for as much information as possible to be shared about
developments, as early as possible.” Furthermore, while it
is understood that there might be good reason to withhold
classified or sensitive information, incomplete, wilfully
misleading or inaccurate stories can do as much harm to
broader national strategic objectives as no information at
all. This more mature approach needs to be supported by
decisive leadership and confidence in policy institutions,
in the policy position and in the accompanying narrative.

Inevitably, the relationship between the message and the

41 Interviews D and E.

42 White House, National Framework for Strategic Communications, p. 5.

43 Interview D.

44 Cabinet Office, Independent Review of Government Communications 2004, http://www.ppa.co.uk/legal-and-public-affairs/ppa-responses-and-
evidence/ ~/media/Documents/Legal/Consultations/Lords%20Communications%20Committee/final_report.ashx
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medium should also be considered. In Communication
Power, Manuel Castells contradicts the received wisdom
of Marshall McLuhan by arguing that “The medium is not
the message, although it conditions the format and distri-
bution of the message ... the sender of the message is at the
construction of its meaning’¥ Thus while the government
may be the source of much of the national narrative, it is
the media that provide the lens through which a message
may be viewed. As such, in an obvious way the media are a
key vehicle for government strategic communications and
for the articulation of the national narrative more broadly.

The contemporary information and communications
environment is a driver in its own right. In the age of the
24-hour news cycle the power of the media to connect
with and inform domestic and foreign audiences in real
time should never be under-estimated. For many people,
the media - including print, broadcast, online and social
networks — are the main point of entry to understand
government policy and its implications for their lives
and wellbeing. Yet for the most part the media have
the initiative in the present real-time environment. As
audiences see and hear events unfold in real time, the
news of any developments, whether accurate or inac-
curate, will often spread more rapidly by social media
sites such as Twitter and Facebook than by traditional
news outlets. As we have suggested, governments cannot
ignore this phenomenon: any unwillingness or failure to
communicate will not be neutral and will be a message
in its own right.* The absence of a response from leading
political figures within a certain period can almost say as
much as a formal statement, and the space left by govern-
ment figures will inevitably be filled by others willing to
comment.”

With a wide variety of media available, it is essential
to focus on effects, audience and influence in order to
determine the most appropriate and effective medium.
An associated and equally vital component of strategic

communications is engagement. In order to create a

narrative that will resonate with target audiences and
foster support it is necessary to identify the key opinion-
formers and influencers within different sections of
society, whether that be by involving influential clerics
in Bradford in counter-radicalization efforts, building
ties with community leaders in East London to minimize
youth disengagement, or harnessing the power of tribal
leaders, or shuras, to build stability in Helmand Province.
These people can communicate a narrative or objectives
more subtly and sensitively to local communities and may

have more credibility as a result.

Action

Within the domain of strategic communications the
potency of action should not be under-estimated. All
action has a communicative value and conveys a message.
Action has the potential to influence or, more starkly, to
exert power. In political terms, governments will be judged
as much on what they can deliver as on the promises they
make and the vision they provide. One senior official
interviewed described this connection succinctly, arguing
that strategic communications were ‘action reinforced
by narrative and narrative reinforced by action’® Words
and actions are inseparable and efforts should be made
to minimize disparities that might undermine both the
strategy and the narrative — an interdependence referred
to in the US White House Framework for Strategic
Communications as ‘synchronizing words and deeds’”
Those working at the operational or programme level
will inevitably have a different understanding of the envi-
ronment from that of a policy-maker in Whitehall, and
this understanding must influence policy and commu-
nications. Those on the ground will be able to see more
clearly how policy translates into reality and should be
in a position to identify where the strategic narrative is

working and where it could be improved or reshaped

47 Manuel Castells, Communication Power, p. 418.

48 A thorough analysis of this can be found in Nik Gowing, ‘Skyful of Lies’ and Black Swans,
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to greater effect.? If the world of action is brought
more deliberately within the iterative process of national
strategic communications this could be an invaluable
resource in improving the ‘engagement’ referred to earlier.
While it is important that those working to realize the
objectives of strategy also understand the communicative
power of their actions, it follows that the consequences of
those actions and their policy impact should simultane-
ously feed back up the hierarchy to further inform and
refine the policy-making and strategic process.”

As key agents of foreign policy, the armed forces are
particularly aware of the significance of coordinating action
and messages in their operations. What the US military
calls the ‘say-do” gap™ has become a more prominent part
of UK military doctrine. Indeed, communications can be
seen as the glue binding strategy to operations and then
to tactics. This has not always been the case, however,
particularly when strategy has been short-sighted and
when the longer-term implications, operational require-
ments and cultural dimensions of a conflict or crisis have
been insufficiently considered. Contemplating the US
military response to 9/11, Philip Taylor argues that ‘Had
the vision been clearer, had the longer-term consequences
of the military response been thought through, and had
the rhetoric of war not been so polarized, then the job of
strategic communications would have been much easier’”
Clearly, it is not sufficient simply to align what is said with
what is done: at the heart of the message and the activity
there must be a purpose, a vision and a rationale.

As a tool of the political leadership and an extension
of policy the armed forces are a particularly useful test
case. Operating in a ‘mission command’ chain, where the
senior political and military leadership sets the param-
eters for strategy and subordinate levels are encour-
aged to realize objectives appropriate to their level of

activity and consistent with overarching aims, junior

officers and the so-called strategic corporals ‘may have to
make decisions which have diplomatic consequences’*
Without a full understanding of the context of opera-
tions and the narrative behind it there is great potential
for political damage in operations. On the one hand,
argue Roxborough and Eyre, ‘top leaders should make
all key decisions, leaving subordinates little discretion.
On the other hand, if lower level commanders see the big
picture, they can act rapidly to achieve operational goals,
providing they understand them’¥ There is a balance to
be sought, in other words, between maximizing frontline
capabilities and improving local knowledge within an
established chain of command. But the importance of
strong leadership and a clear vision stands out. One
military official spoke of how British infantry company
commanders on operations in Helmand were developing
their own narrative when engaging with local Afghans,
based on the best analysis they could find or undertake,
largely because of the absence of a prevailing and
consistent UK narrative to which appeal could be made.*

Although responsive to local circumstances, this
might nevertheless reveal a weakness in communicating
strategy and narrative down from the senior levels
insofar as the development of messaging is left to the
abilities of the individuals involved and their awareness
not only of the operation in which they are involved but
also of the audience with whom they are connecting.
However, if individuals can be properly trained and
taught in the relevance of strategic communications to
their core function then any concerns over this approach
should diminish. People should generally be given the
responsibility to act in accordance with a central vision
and expected to use their local knowledge to determine
how best that central vision can be realized, relayed and
interpreted to local audiences. This is the essence of the

mission command doctrine so valued by armed forces.
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Most importantly, in an operational context, strategic
communications may also mitigate the need for assertive
action or the use of armed force. As the UK Joint Doctrine
Note on Strategic Communications notes: “Too often we
have placed influence on the periphery of our operations,
failing to understand that reinforcing or changing attitude
and behaviour in selected audiences can have equal, if
not greater, utility than force in securing our operational
objectives’® This idea is not confined to the military and
is surely of critical importance in a wide variety of policy
environments. The importance attributed to ‘upstream
conflict prevention’ in DFID’s recent ‘Building Stability
Overseas’ strategy document® implicitly speaks to the role
of strategic communications in pre-emptive and preventa-
tive action in vulnerable regions. That said, while strategic
communications serve as a powerful tool of ‘soft’ power, its

capacity to deliver such effect remains under-used.

Beyond government

A final area worthy of attention is what might be termed
advocates or stakeholders.®" If strategic communications in
all their guises are an instrument of national strategy then
they should include not only the political and military
leadership but also, in its more subtle form, teachers,”
trade officials, non-governmental organizations (NGOs),
private organizations and others who might operate, either
consciously or otherwise, in the space of national strategy
and in the pursuit of the national interest. Many of these
can be seen as working within public diplomacy and, as we
have argued, their efforts should be a constituent part of
strategic communications. The role of these stakeholders
is especially important in circumstances where strategic
communications require subtlety of message and where

the intended influence and outcome should not be seen as

connected in any way to government interests or aims, for
fear of further alienating the audience. This is pertinent
to foreign affairs in particular, where political and diplo-
matic sensitivities on the ground can make it difficult for
governments to act overtly or to be seen to be influencing
domestic populations or events.”

More generally, it is for this reason that the narrative at
the centre of strategic communications should arguably
not be a government narrative, but a national one.*” It
should reflect national interests and objectives as articu-
lated and defined by the nation as a whole, to be realized
and implemented through legislative and executive proce-
dures. Underpinning this national narrative should be an
understanding of how people within a given country make
sense of their world, beyond their perceptions of govern-
ment. It should identify the priorities for society as a whole
and then seek to respond within that context.

While governments can be seen to focus on the crafting
of a single message uttered consistently by a single voice,
changes in the information and communication envi-
ronment are accelerating a decline in the presence and
authority of that voice — whether it be government or
corporate. The private sector in particular can play a role
in strategic communications, with notable examples in
conflict stabilization and transformation. As Peter Cary
notes, for some this has involved seeing strategic commu-
nications as a media and influence campaign.® Yet the
involvement of the private sector brings a different set of
skills to the field and may help to depoliticize and demili-
tarize strategic communications by operating outside
government messaging.

The private sector can not only help to shape the
political and social landscape but can also provide a link
between ‘top-down’ and ‘bottom-up’ approaches if coordi-
nated with national strategic objectives. The comprehensive

(or integrated) approach has suffered repeatedly from an
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inability at the highest political and bureaucratic levels
in national capitals to translate strategy into joined-up
practice in the field through a wider engagement with
different actors. In particular, the role of local populations
and organizations as a source of creative input is vital.
Experience suggests such involvement is critical if the
national discourse is to be aligned with the objectives of
national strategy.

Through interviews with members of the private sector,
it is clear that a range of techniques is employed in the
same way as government-based strategic communications,
including public events, media campaigns, the promotion
of new or alternative ideas, methods to increase audience
participation and build capacity to realize a pre-determined
‘end’ Moreover, methods have been developed to monitor
performance more effectively, including the use of public
opinion polls and sampling exercises to test shifts in views so
that efforts to diminish the ‘brand’ of local insurgencies and
obstructionist groups in particular can be more accurately
targeted.” Approaches of this sort have been used to help
with counter-radicalization efforts (discussed in more detail
in Chapter 4 below) and contflict prevention. For example, the
private sector has been involved in strategic communications
efforts to help deter pre-jihadis from extremism.”

As with all strategic communications the aim of the
communications effort is to catalyse change, shape
outcomes and amplify messages. These private-sector
media campaigns, creative strategies and outreach plans
can have a place in the design and delivery of national
strategy and enhance and promote greater engagement
with a wider audience base.

Strategic and operational principles may be identified
and lessons learned from the experience of the private
sector, which might help to contribute to a less micro-
managed communications environment. However, as it
may work within areas of importance for domestic foreign
policy, it is necessary for the private sector to operate
within the context of national strategy. Messaging must
be acceptable to host populations and governments; the

target audience must be engaged without harm being

done; communications must be seen as authentic and
not motivated by foreign interest; and care must be taken
about how private-sector strategic communications might
reflect on home societies.

Finally, there are questions to be asked about the
function of strategic communications within interna-
tional partnerships and collaboration. With an increas-
ingly global agenda of transnational issues such as climate
change, conflict and financial security requiring states to
work more closely together - or at least to declare their
intention to do so — how can strategic communications
be coordinated and harmonized across the spectrum
of different political and military agendas of the states
involved? Moreover, how can strategic communications
navigate the added complexity of national interests and
different cultures and languages as well as the need for
these policy concerns to be interpreted and articulated

back to varied domestic and international audiences?

Strategic communications culture

Across these different domains, strategic communications
can be found with different applications at varying levels of
intensity. There is no one-size-fits-all approach or method
to be followed uniformly. In order to organize and manage
strategic communications, therefore, there must be an
effective culture within which strategic communications
are acknowledged to be a normal and fully integrated part
of policy processes. This culture should be guided by a
shared mindset and implicit awareness of the role and value
of strategic communications. More importantly, this envi-
ronment must be seen to have a strong and credible leader-
ship operating within a framework of responsibility and
accountability without seeking to exert complete control
over either the message or the medium. In the words of
one senior military official, people at all levels both civilian
and military must be empowered, trusted and taught® to
be strategic communicators in order to ensure the message

can have the widest possible reach and influence.
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In an ideal environment, at least as far as Christopher

Paul is concerned:

everyone in government speaks not with one voice like
some kind of robot automaton, but with their messages
aligned in the same direction, because everyone under-
stands the nested objectives and how their own efforts
support those objectives, and because they have (or have
access to) requisite communication training and cultural
knowledge. In this vision communication is not just [a]
one-way broadcast, but is true two-way communication,

engagement, or dialogue.®

In order to achieve this vision, strategic communications
should be a self-sustaining system. Rather than a top-down
hierarchy where narrative flows from the core of government
to be applied by agents and stakeholders, strategic communi-
cations must be able simultaneously to respond and adapt to
facts on the ground and the response of target audiences and
adversaries. As noted earlier, people at the frontline of policy
delivery should feel they have a stake in the bigger picture
and be attuned to its objectives, while in turn people at the
centre should be required to listen and respond.

Strategic communications should feature as a consistent
and underlying component at every stage of the policy
timeline. This requires questions to be asked by those who
develop policy and strategy in the early stages. Although
strategic communications should feature at each point of
policy development, at what stage in each policy process
are they likely to have the greatest impact? How can they
be used in certain cases to minimize further expenditure
for policy objectives? And which of their main elements
(information operations, psychological operations, public
diplomacy and public affairs) should be used when, and
with what intensity?

As has been discussed at various points in this report,
strategic communications are not an optional adjunct to

strategy. Laying the groundwork in the early stages — which

Bird refers to as insight — is particularly important, taking
strategic communications beyond media messaging to a
targeted campaign of behavioural or social change through
knowledge of the audience. The process of gathering
intelligence and understanding audiences, undertaken by
researchers or analysts, by intelligence agencies or through
local engagement is often overlooked but performs a key
role at the heart of strategic communications. Prime Minister
David Cameron and his coalition government have learnt
the hard way when there has been insufficient ‘pitch rolling”
to prepare audiences in advance of policy announcements,
as evidenced by what were perceived to be policy U-turns
on such varied matters as National Health Service reform,
sentencing policy and proposals to privatize woodlands.
Finally, within this environment the prevailing national
narrative will always be juxtaposed with and challenged by
competing narratives, each with its own vision and objec-
tives. Strategic communications are not the preserve of
Western states, despite their current prominence in policy
and military circles in the US and UK in particular. Non-state
actors and terrorist organizations such as Al-Qaeda have
proved adept at using an ideology and a narrative to gain
support and have been able to deploy politically motivated
violence to achieve their own strategic objectives. As former
Defense Secretary Robert Gates has asked, ‘How did we
end up in a place where the country that invented public
relations ended up being out-communicated by a guy in a
cave?” In effect, Osama bin Laden out-communicated the
US because he understood, first, the relationship between
action and communicative effect; second, the importance
of narrative and emotion, over logical and factual argument;
and, third, that communication strategy requires the ability
to communicate with a population first and foremost if
influence is to be exerted over the state. An awareness of
and sensitivity to counter-narratives and malign influences
as well as to the cultural, political and social context within
which they flourish should therefore be used to enhance

domestic strategic communications.
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Summary

Strategic communications operate within a complex
ecosystem involving a broad range of organizations, actors
and individuals, many of whom may be unaware of the
communicative value of their role. Strategic communica-
tions should have a natural home in government as part of
the processes of national strategy. However, the growth of
strategic communications across government departments
can only do so much, and far from being fixed in a static
location, a strategic communications mindset should be an
integral feature in every relevant department and at every

level of national strategy. Fostering an appropriate culture

is imperative to bringing about the necessary changes
in current practice. As part of this, a self-sustaining
and iterative system of information and exchange across
leaders, communicators, agents and stakeholders should
help to foster a dynamic, versatile and responsive approach
to policy. More importantly, where strategic communica-
tions should ‘be’ must be determined on a case-by-case
basis by the effect required, the audience that is targeted
and the means available to influence or bring about
change. Finally, if they are to be truly national, they must
reflect not only government policy and an executive
message but a national narrative, owned and endorsed

across society.
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4., Strategic
Communications:
How?

The first three chapters of this report examine the defi-
nitional (What?), conceptual (Why?) and procedural
(Where?) aspects of strategic communications. What
emerges most clearly from these discussions is that
while the term ‘strategic communications’ may be widely
and frequently used, there cannot yet be said to be a
settled, universally accepted understanding of strategic
communications, its meaning, uses, effects and value.
Indeed, if there were such an understanding there would
be little need for this report, the purpose of which is to
encourage greater familiarity with and more effective
use of strategic communications. Its argument is that
strategic communications should - and can - be inclusive
of a variety of communications-related activities, just as
they should - and can - be adaptable to new challenges
and circumstances. But, above all, strategic commu-
nications should at the very least be understood as an
essential function of democratic government and as a
central component of national strategy.

With these cautions and aspirations equally in mind,
in this chapter we show how strategic communications
might be put to good effect in four policy settings: national
strategy itself; stability operations; counter-radicalization
and cyber security. The purpose of these four brief studies

is to continue the argument by example.

National strategy

Chapter 2 (Why?) argues that a systematic (or strategic)
communications framework should not only be central
to the functioning of democratic government but should
also be intrinsic to the design and implementation of
national strategy” We agree with many of our inter-
viewees in believing that a carefully constructed and main-
tained communications framework can both facilitate and
improve national strategy. We would even argue that to
a considerable extent national strategy is about clear and
timely communication: without a firm conceptual and
narrative foundation to a national strategic framework it
will be difficult for any democratic government, anywhere,
to explain in clear and convincing terms how the country
in question should position itself globally; what is at stake;
who or what is to be defended or secured from which
threats or challenges; and how much effort and public
money should be expended to that end. And that explana-
tion must be made to all those who should be concerned
with national strategy: parliament, the electorate, the
armed forces, allies, the media, and of course the country’s
adversaries.™

But beyond the commonplace expectation that demo-
cratic governments should inform, explain and discuss
their policies, what might it mean in more practical terms
for communications to be intrinsic to national strategy?
The converse case might almost be made: that the require-
ment to communicate national strategy might be at the
expense of strategic efficiency and effectiveness. After all,
it is clear that national strategy in the early twenty-first
century involves a variety of government departments
and agencies confronting a range of challenges (economic,
diplomatic and military, for example) at different moments
and at different levels of intensity and complexity, and with
a variety of responses, not all of which may be mutually
compatible. This report has argued that the purpose of
strategic communications should be to support the most
appropriate, timely and effective response to these various

strategic challenges. The goal should not be to reinforce

73 By ‘national strategy’ we mean the identification of national interests and ambitions and the use of various resources (national and other) to preserve or
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national strategy with homogenized, centrally managed
explanations of complex strategic challenges and equally
complex responses by government. In any case, some of
what is planned or implemented in the name of national
strategy might, for reasons of national security, not be
appropriate for open, public discussion.

How then can the need to communicate clearly and
purposefully be reconciled with the need to implement
a broadly based and effective national strategy? In other
words, how can the apparent singularity of strategic
communications be reconciled with the evident diversity
of the contemporary strategic environment? Here, the
government of the United Kingdom provides a useful
test bed for the development of an effective relationship
between strategic communications and national strategy.
The government of the UK is known for the ‘departmen-

talism’ of its bureaucracy:

Departmentalism refers to centrifugal pressures within a
bureaucratic structure that strengthen the identity of indi-
vidual departments and agencies. Agencies are thus able to
pursue their own separate interests and resist both political
control and broader administrative disciplines. The distinc-
tive culture of a government agency is shaped by factors
such as its policy responsibilities, the collective interests of
its body of officials, and the interests of the client groups

that it serves.”

The correlate of a departmentalized bureaucratic
structure is a relatively weak centre. In the United Kingdom
the obvious exception to this rule is the Treasury, or
ministry of finance. However, while it is the function of the
Treasury to manage the national economy, this function
should not qualify it to decide upon or to implement
specialized policy areas such as transport, healthcare and
defence. As specialized ‘delivery’ departments and agencies

respond to an ever-widening and overlapping array of

challenges, so it becomes clear that national strategy
must, to a considerable extent, be a matter of coordinating
different efforts. In the UK governmental system coordi-
nation is the role of the Cabinet Office, the department
responsible for the publication of a series of three national
security strategies in which communication has received
what appears to be a steadily increasing emphasis. In the first
UK national security strategy, published in 2008, the term
‘communication’ occurs nine times.” In the second, Security
for the Next Generation, published in 2009, ‘communication’
or ‘communicate’ are used no fewer than 38 times and the
document asserts in plain terms that ‘the domain of public
opinion, of culture, and of information and influence, is a
vital area to be considered in its own right.”” Finally, in 2010,
although the latest version of the national security strategy™
uses ‘communicate’ and related terms on only six occasions,
its sister document, the Strategic Defence and Security
Review, could not have been more explicit as to the weight
now attached by the UK government to strategic communi-

cations:

Strategic Communications are important for our national
security because they can positively change behaviours
and attitudes to the benefit of the UK, and counteract the
influence of dangerous individuals, groups and states. We
will produce a National Security Communications Strategy
which will, for the first time, set out how the UK will
use strategic communications to deliver national security
objectives. The National Security Council will further
consider the infrastructure and governance arrangements
required for marshalling and aligning the full range of
communciations [sic] resources across and beyond govern-

ment.”

The approach taken by the UK government could be
described as a declaratory engagement with the idea

of strategic communications from what is (currently at
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least) a relatively weak bureaucratic centre and with the
ambition being to coordinate different messages rather
than homogenize them into one overarching statement.
This description is not as self-contradictory as it might
at first appear and corresponds closely with the approach
to strategic communications advocated by this report. If
the UK can be said to provide a ‘work in progress’ model
for complex yet effective strategic communications in the
early 21st century, that model should have three principal
components. In the first place, clarity with regard to the
aim of strategic communications is essential. The object
should not be to devise one message which can carry
equal weight in a number of different contexts, but to
allow different messages to be generated to suit different
audiences and according to prevailing circumstances. As
one interviewee remarked on the subject of the UK inter-
vention in Afghanistan, the message communicated to an
audience in Helmand Province will be different from that
communicated to a domestic UK audience.

But even though the two messages are different, they
must be consistent.* What is essential is that different
messages should not conflict with or undermine one
another and should, ideally, be mutually supportive. This
task could be the function of a strategic communications
‘clearing house’ of some sort established at the centre of
government. It is not yet clear whether the Cabinet Office
and the National Security Council, as the most obvious
candidates for this central government role, will need
to be strengthened substantially in order to be able to
coordinate departmental communications with sufficient
authority. Equally, it remains to be seen whether the
National Strategic Communications Strategy proposed in
2010 will offer an imaginative and ambitious approach to
communications and how effectively it will contribute to
the achievement of national strategic goals.

Second, as far as the licence or authority to communi-
cate is concerned, strategic communications should allow

and encourage a devolved approach. They should not

require a strong, directive centre and are in any case — as
noted earlier — more effective when initiative is devolved
and departments, agencies and subordinates are trusted to
devise their own communications plan according to the
circumstances they confront. Several interviewees argued
for a more ‘Nelsonian’ approach to strategy and communi-
cation - an approach that armed forces know as ‘mission
command:*

Mention of military practices and ideas can produce
an allergic reaction among UK government departments,
sensitive to what they perceive to be the ‘militarization’ of
government communications. Nevertheless reference to the
armed forces introduces the third and final component to
the evolving UK model: the claim that strategic communi-
cations should adopt a doctrinal rather than a prescriptive
approach. In military training, the purpose of doctrine is
to instruct on ‘how to think, not what to think’* In British

Defence Doctrine the idea is presented in the following way:

doctrine is a pragmatic basis for action, decision and reflec-
tion, which encourages, amid the uncertainties of crisis and
conflict, the decisive contribution of individual initiative,
enterprise and imagination in achieving success. It does
not provide an algorithm that obviates the need for difficult
decisions. It provides the bedrock on which such decisions

can be based.®

In military circles, doctrine is therefore understood
as a framework of principles, and much of the point of
this framework is that it should be distributed, under-
stood and implemented by a wide variety of users. As
one interviewee responded when asked who in govern-
ment should be responsible for strategic communica-
tions: ‘Everybody’® In the broader context of national
strategy a framework/doctrinal approach to strategic
communications would assist in socializing the idea
and practice of strategic communications across govern-

ment, as we have argued earlier in this report.* Relevant
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government departments and agencies would then be in
a position to produce a communications plan tailored to
the circumstances they confront, yet in a way which did
not conflict, whether procedurally or substantively, with
other departmental plans. In order to prevent conflicts
in communications, as well as the central government
coordination office or ‘clearing house’ discussed earlier,
ad hoc committees could be established to coordinate
the communications strategies of those departments and
agencies involved in a crisis.* And the common goal of
these various communications strategies, wherever they
originate, at whatever level and whatever they address,
should be to help in the achievement of national strategic
effect.” Where central government is relatively weak
or lacks information, or where its presence is resented
within a departmentalized bureaucracy, the doctrinal
approach will be the best hope of achieving the desired
level of coordination. Finally, and ideally, departmental
communications should in some way be governed by, or
at the very least be consistent with the proposed National
Strategic Communications Strategy. This would in turn
require strategy itself to be reflective of a doctrine that is
not merely a statement of principles, but an account of

how those principles should be applied.

Stability operations

We often speak disparagingly about our adversaries, but the
reality is when it comes to strategic communications, they

are very 21st century. They are far more agile than we are.*

The aim of strategic communications in stability opera-
tions is to influence the context of and behaviour within
an operation and to preserve unity of effort and purpose.
US Field Manual 3-24.2 of April 2009 defines stability

operations as:

An overarching term encompassing various military
missions, tasks, and activities conducted outside the United
States in coordination with other instruments of national
power to maintain or re-establish a safe and secure environ-
ment, provide essential governmental services, emergency

infrastructure reconstruction, and humanitarian relief.*

Strategic communications are thus seen as an enabler of
effect at both the operational and tactical levels. However,
all civil-military operations must take place in a sensitive
political and media environment.

Operational-level strategic communications are still
seen as distinct from the national strategic level. In fact
there is a patent and pressing need for far greater linkage
between both the national strategic and operational levels
of stability operations. Indeed, one of the drivers of
strategic communications has been the impact of tactical
and operational actions on national strategy given the 24/7
news cycle and the ability of adversaries to use strategic
communications to their own ends. While Western armed
forces are beginning to understand the true impact of
low-level actions on strategy, hitherto it has tended to
be only at the doctrinal level of what has been called the
‘strategic corporal’® Success in future stability operations
will therefore depend on an ability to communicate stra-
tegically, fast and with accuracy if the West is to operate
within the information/decision loop of its adversaries.
This in turn will require much tighter links between the
national strategic and the operational levels, as well as a
much more systematic attempt to link words and deeds at
all levels of engagement.

FM 3-24.2 reinforces this point:

At its heart, a counterinsurgency is an armed struggle
for the support of the population. This support can be
achieved or lost through information engagement, strong

representative government, access to goods and services,
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fear, or violence. This armed struggle also involves elimi-
nating insurgents who threaten the safety and security of

the population.”

Much has been learnt by US and allied forces in both
Iraq and Afghanistan since November 2001 but it is clear
that much more needs be learnt if strategic communica-
tions are to help establish - as they should - the essential
balance in stability operations between the kinetic and the
non-kinetic with a view to treading as light a footprint
as possible at all times.” However, from the research for
this report it is evident that too many commanders see
strategic communications as a mere afterthought or at best
as a consequence of planning and action, rather than as
fundamental or germane to it.

Effective strategic communications should play a
vital shaping role in stability operations from the
conceptual stage. This is because they are critical to
establishing the all-important rationale for action
within the context of a campaign. To that end, in
stability operations strategic communications should
not only take place through consultation over policy
with key civilian partners, but should help inform a
wider understanding of what comprises a commu-
nications ‘target’ (both friends and foes). Indeed,
a communications strategy that places all actions
within the broader political context should promote
enhanced synchronization and de-confliction of efforts
by partners. Yet it is the establishment and under-
standing of the broader context in which stability
operations must inevitably take place that hard-pressed
commanders still find difficult on occasion.

The centrality of strategic communications to planning
and action could be assisted if civilians involved in initia-
tives such as Commander’s Initiative Groups (CIG) and
Strategic Advisory Groups (SAG) were given an enhanced
status so that they could indeed properly inform and
influence the commander’s intent and act as a real-time
link with their counterparts in capitals and/or strategic
headquarters. Yet strategic communications and political

advisers are still too often seen as second-order tactical

considerations. This is partly because such advisers them-
selves carry insufficient weight in theatre headquarters,
strategic headquarters and/or national capitals. Only when
civilian expertise is seen as central to security, therefore,
will such experts enjoy sufficient stature and status. That
in turn will demand that they are brought in early in
campaign design.

Furthermore, the utility of strategic communications
as an enabling package of statecraft, public affairs, public
diplomacy and information operations is not helped
by the diffuse and differing nature of all four elements
at the political command level. Too often such disci-
plines represent different groups with different agendas,
leading too often to an ad hoc approach to support for
commanders in the field. Not surprisingly, in such circum-
stances the military seeks its own solution.

Stability operations are by definition strategic, i.e. the
strategic goal is stability with operations seen as a means
to an end and not an end in themselves. Too often
commanders lack strategic guidance as to the minimum
acceptable end-state, without which it is very hard to
craft information strategies and thus see information as a
key strategic ‘weapon’. This is particularly the case when
capitals lack the same sense of urgency as commanders
in the field. Not only do strategic communications too
often become subject, as we have suggested elsewhere, to
bureaucratic politics, but the ensuing vacuum tends to puts
the action wagon before the strategy horse. The military
then communicates strategically through its actions, often
undermining the all-important need for words and actions
to be as one. In 2009 the US Department of Defense rein-
forced this point:

Equipping for the information-based present and future
is more than acquiring the right hardware and software. It
requires understanding and adapting to a dynamic environ-
ment that is both of the moment and persistent. A problem
in the information-based present and future remains a
continued perception that one-way communication is
adequate. While this focus is to be expected from opera-

tional plans addressing specific problems and solutions,
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breaking this thinking is essential as time horizons must
shift from mission-based to never-ending struggles. The
definition of ‘victory’ must be changed in the struggle for

minds and wills.”

What is needed is a strategic communications structure
that is central in government at the most senior levels,
such that it that can engage early in a campaign and ensure
continued information oversight. This is precisely the role
that Tony Blair’s press spokesman Alastair Campbell tried
to play during the 1999 Kosovo campaign. Controversial
though his approach was at the time, Campbell at least
brought some rigour to NATO strategic communica-
tions during the campaign. This helped to ensure that
the Alliance’s words and deeds were closely linked and
understood to be so along the command chain, even if
some NATO public diplomats felt that Campbell came on
occasions perilously close to spin and propaganda. His
aim was sound, however: to establish a vital relationship
between policy, strategy, targeting, action and information.

Israel also faced a similar challenge during its 2006

campaign against Hezbollah. As the Pentagon pointed out,

By operating its own radio and TV network, in addition to
controlling a sophisticated online presence, Hezbollah was
able to manipulate public perception to actually project
itself as winning the battle while helping to orchestrate a
backlash in global public opinion against Israel’s military
actions. The Israel Defense Forces faced similar infor-
mation/perception issues during its recently concluded
campaign against the radical Palestinian group Hamas in

Gaza.

This example highlights the need for Western armed
forces to improve their respective strategic communica-
tions performance and to bring in strategic communica-
tors early in the conflict cycle. The traditional kinetic focus
of armed forces tends to undermine effective strategic

communications, with the focus too often on justifying the

act rather than shaping the action. Edward R. Murrow, the
first director of the US Information Agency, insisted that
he had better be ‘in on the take-offs of policy’ if he was
expected to be ‘in on the crash landings’”

The centrality of strategic communications to stability
operations is evident from the critical campaign tasks
dependent upon it. These tasks include, inter alia, influ-
encing foreign populations; providing public information;
acting as the commander’s voice; countering enemy prop-
aganda, misinformation, disinformation and opposing
information. Indeed, all civil-military operations are
dependent on an ability to communicate in theatre to
critical communities and out of theatre to increasingly
sceptical domestic and/or donor publics. Communicating
strategically and effectively across a range of tasks and
audiences is thus central to a range of stability operations
including foreign humanitarian assistance, populace and
resource control, national assistance operations, military-
civic action, emergency services and civil administration.

With the practical dimensions on this subject in mind,
one of the British Army’s leading strategic communica-
tions practitioners has developed a ten-point checklist

based on his experience in both Afghanistan and Iraq.

1. Command-led: A command-led approach is vital, with
command posited clearly at coalition or national level.
If part of a multinational-level national operation,
strategic communications must be properly nested in
the multinational effort.

2. Narrative: A strong narrative base is needed that
resonates among those who are the recipient of the
security/stability effort. It is vital to avoid an ‘us versus
them’ narrative. Rather, the focus should be on a ‘them
and them’ narrative that aims to describe new and
better futures. (Such campaigns tend to be constructed
along similar lines to social change narratives, which
are themselves akin to political campaigns.)

3. Simplicity: Messaging must be clear, consistent and

straightforward, avoiding excessive nuance.
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4. Consistency: A clear and consistent understanding
of the strategy served by strategic communications is
critical.

5. Research: A good understanding of the audiences and
how to engage them is central to strategic communi-
cations in stability operations. Such understanding
must be based on sound and thorough research
of both the people central to the narrative and the
context in which they live.

6. Coherence (or coordination): Narrative discipline is
needed - stick to the script, but script (or narrative)
producers need to ensure the script is user-friendly.

7. Indivisibility: A single information domain uniting
‘out of theatre’ and ‘in theatre’ through and for
strategic communications is not only vital but affords
potentially the greatest challenge. National/coalition
high command should seek to support in-theatre
strategic communications with the primary stories
focused on the in-theatre challenge.

8. Dialogue: Strategic communications must be a
genuine two-way discussion. However, at present most
communications tools are optimized for broadcast.
The need for dialogue places a great premium on
discussion with indigenous key leaders and opinion-
formers/leaders and also requires an understanding at
the highest political level that such dialogue must also
inform national/coalition strategy.

9. Timing and tempo: Get the timing right and be ‘first
with the truth’ This includes anticipating key events
and ensuring the right effort to support such events.
Events can range from holy/national days and key
political conferences to cycles of military action.
Moreover, longer-term communication efforts, for
example strategy-based psychological operations
programmes, need to vary the pace, focus and content
to remain fresh.

10. Assessment: Assessment is critical and needs to be
properly resourced. Understanding who is saying
what to whom and about what is central to an
adaptive, agile strategic communications strategy.

Tracking media outputs and assessing how they affect

beliefs and perceptions is the most straightforward of
approaches. Assessing polling/focus groups/atmos-
pherics to understand how behaviour changes is
more difficult, and requires a whole-of-government
approach if all the critical metrics are to be properly

assessed.

Lessons from Afghanistan and Iraq suggest a much
tighter relationship is needed from the outset of campaign
planning for stability operations between political leaders,
commanders and communicators. Within such aframework
leaders and commanders at all levels should articulate their
intent in terms of information effect and influence sought,
which should then become a central element of action.
The conclusion of this brief case study is clear: strategic
communications should be run from government rather
than from the frontline of stability operations. However,
such leadership should support and be responsive to the
experience of the frontline and military theatre, but always
in support of theatre, which is too often not the case today.
Unity of effort and purpose remains central to effective
stability operations, which are themselves dependent on
consistent strategic communications from senior politi-

cians and civil servants to the practitioner.

Counter-radicalization

Military and kinetic responses to terrorist activity have
yielded varied levels of success. As Rohan Gunaratna
and Lawrence Rubin have observed, military action and
repression can further radicalize individuals and tend
to leave the ideologies and motives intact despite any
apparent decrease in the operational abilities of terrorist
groups.” This is, in essence, because terrorism is as
much about ideas and their communication as it is about
action. Beyond the threat of violence, terrorism offers
its own strong and often very persuasive narrative with
which it not only justifies its actions but also offers an
alternative to the narrative of the state (or any organiza-

tion) that it regards as its target. As an articulation of
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a political grievance or ideology, terrorist acts by their
very nature are designed to communicate a message to
a specific audience,” a message reflecting their perpetra-
tors” ideas, objectives and motivations, and designed to
bring about some form of societal or cultural change
through the use of fear. With the rise in radical or
extremist terrorism over the past fifteen years, whether
by extreme Islamic groups such as Al-Qaeda or right-
wing political groups or individuals, including most
recently in Norway, increased attention has been given
by governments and communities to addressing radical
behaviour before it can manifest itself in violent action.
Although strategic communications play a vital role
across counter-terrorism policy, they can have particular
potency in addressing these early phases, enabling pre-
emptive, non-violent intervention and messaging for
those most susceptible to radicalization.

The 2011 revised ‘Prevent’ strand of the UK Counter-
Terrorism Strategy (CONTEST) places great emphasis
on counter-radicalization efforts. Counter-radicalization
is dependent ‘on a successful integration strategy, which
establishes a stronger sense of common ground and shared
values, which enables participation and the empower-
ment of all communities and which also provides social
mobility’”® In this regard strategic communications are
arguably far less about government narrative and action,
and far more about the skills of engagement and outreach
of those classed as communicators, agents and stake-
holders and discussed in the previous section of this
report. Indeed, in this instance the narrative will be more
powerful if it is subtle and not perceived to be an attempt
on the part of the state to re-engineer a situation in order
to minimize a perceived threat against it. The main actors
in the counter-radicalization context are those with local
influence, including community and religious leaders,
teachers, families, youth workers and others. Through
their words and deeds these figureheads can articulate
an alternative set of values, ideas and opportunities to

challenge the claims put forward by radical groups. They

can identify potentially vulnerable individuals and address
their grievances, build greater cohesion, provide support
for those who feel marginalized by society and look to fill
the gaps in societal structures and provisions.

This long list of objectives will not, of course, be achieved
through messaging alone. Where the causes of frustration
and marginalization are linked to tangible public policy
shortfalls, such as unemployment, a perception of lack of
opportunities or education, for example, narrative alone
will do little without constructive actions to reinforce the
message and, more importantly, address some of the root
causes of disaffection. It is in these policy changes that
government can arguably deliver most effectively.

However, change in this instance is dependent upon the
ability of leaders, communicators, agents and stakeholders
alike to engage in a dialogue to understand the audience
better, rather than merely seeking to change it, and to
share information wherever possible in order to ensure
a self-sustaining process. Cultural literacy has a part to
play in this, especially in multicultural areas where there
may be those who feel split in their identity and seek to
find meaning and a sense of identity through a radical
narrative. High levels of awareness by strategic communi-
cators are key: for strategic communications to work it is
necessary to identify the constituency and the dynamics,
both psychological and social, to determine the drivers
of radicalization. Both the audience and the phenomenon
must be understood so that words and deeds are targeted
correctly and sensitively applied.”

Al-Qaeda’s narrative is in some respects a sophisticated
form of strategic communications. Guided by a clear
vision and objective, its brand and ideology have been
crafted in such a way as to appeal to those susceptible to a
narrative based on extreme religious views and a sense of
oppression and injustice. It manages to exploit all tools of
communication in both traditional and formal channels -
such as its own magazine Inspire — and informal spaces on
the internet. As some interviewees pointed out, the risk in

competing with such a narrative is that the radical outlook

97 B. Hoffman, Inside Terrorism (New York: Columbia University Press, 2006), p. 229.
98 Cabinet Office, CONTEST: The United Kingdom's Strategy for Countering Terrorism (London: The Stationery Office, 2011), p. 10.
99 Interview G. See also Matthew Goodman, Right Response: Understanding and Countering Populist Extremism in Europe (London: Chatham House, 2011);

and Jay Ecdwards and Benoit Gomis, ‘Islamic Terrorism in the UK since 9/11: Reassessing the “Soft” Response), Chatham House International Security

Programme Paper 2011703, June 2011.

www.chathamhouse.org



Strategic Communications: How?

will be dignified and strengthened as a result.! In this
context, strategic communications could be seen at least
as a form of social deterrence, designed to deter further
or deeper radicalization. However, they could also be seen
as a more constructive tool for social inclusion — a more
positive message and application enabling the prevailing
narrative among those vulnerable to radicalization to be
subtly challenged and changed in order to bring it in line
with more moderate views while in turn reducing the
impact of certain claims and concerns.

There is, in addition, an important role for the media.
The dominant narrative, particularly with regard to Islamic
extremism, deals in brushstrokes rather than nuances and
can be seen in some cases to misrepresent Islam as a homo-
geneous (and usually adversarial) entity to the detriment of
wider community relations. There is a need for the govern-
ment and the media to question and redress the prevailing
public narrative, to ask whether the narrative is conducive
to fostering greater social inclusion, and to assess what the
language and chosen terminology reveal about wider public
attitudes, which may need to be adjusted.

There is a balance to be struck. Developing an anti-
radicalization strategy is, of course, highly dependent on
the specific target audience. Messaging alone is insufficient
and only useful as part of a consistent and well-crafted
narrative that changes perceptions without spreading fear.
Spreading fear merely does the work of the terrorist, acting
as a recruiting sergeant for them.

Finally, in terms of UK national strategy, one interviewee
spoke of the Prevent strand representing muddled thinking
which confused policing with community tolerance."
While many of the frontline efforts of strategic communica-
tions may reside locally at a community level, at a national
level the Prevent strand and the overall CONTEST strategy
must be clear enough in their objectives and in their ability
to unite the different stakeholders, communicators and
actors under visible leadership. Moreover, there should be
a reasonably clear articulation of the prevailing norms and

values of society and a sense that these norms should at the

very least be made relevant, appealing and meaningful to
those who feel most hostile or marginalized.

Strategic communications in counter-radicalization can
serve to mitigate the need either for more kinetic action
or for stricter government policy. As a tool for social
inclusion and positive social change they can build bridges
within communities and seek to identify the root causes
and counter-narratives that drive vulnerable individuals
towards more radical behaviour. As a social deterrent they
can encourage people to see the adverse implications of
extreme ideologies. Their success is dependent in part on
engagement from all sectors of society and on an iterative
relationship between government and the practitioners in
order to ensure a united front of message and action and
to build trust. However, in order to be effective, strategic
communications must recognize the diversity in audiences
and their different motivations, interests and ideas. It is
in the nuances and subtleties of counter-radicalization
that strategic communications will doubtless meet their

hardest, yet most urgent challenges.

Cyber security

Security of and in cyberspace is a mounting concern for
liberal democratic governments around the world. In
the 2010 UK National Security Strategy, ‘cyber attack,
including by other states, and by organised crime and
terrorists was judged by the National Security Council
to be one of four ‘highest priority risks’ with which UK
national strategy will have to contend for the next five

years." In stark terms, the document then claims that

Government, the private sector and citizens are under
sustained cyber attack today, from both hostile states
and criminals. They are stealing our intellectual property,
sensitive commercial and government information, and
even our identities in order to defraud individuals, organi-

sations and the Government.'®®
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If, as suggested, cyberspace can harbour threats and
challenges to most, if not all, sectors and levels of society,
then cyber security could be described as ‘a system-level
challenge to society® As such, the incoherence of the
response to this challenge can only magnify the problem,

simply because society

does not act and respond as a coherent system where cyber-
security is concerned. Stakeholders remain segregated and
concerned with security within their narrow ambit, and
as a result fail to see that they can be affected by another
stakeholder’s security, or lack of it. Thus the business
community can be narrowly focused on cybercrime, even
though cybercriminality increasingly exploits techniques
and technology which have migrated from the world of
espionage, for example. Equally, anti-government hackers

have been known to use the techniques of cybercriminals.™

In order to meet this complex, society-wide challenge
national strategy must therefore ensure that ‘the activities of
different agencies and bodies complement each other and
are mutually reinforcing, rather than conflicting’® This is
particularly important at a time of rapid technological
innovation and when government resources are tightly
constrained. Furthermore, in many cases the ‘agencies
and bodies’ concerned will have no formal involvement
with government, not least because a very large propor-
tion of cyber-based critical national infrastructure (in the
UK as elsewhere) is owned by the private sector. In other
words, the practices required to achieve security in cyber-
space are remarkably close to those required for effective
strategic communications: the timely exchange of accurate
information between government and other bodies and
individuals; devolved authority to act according to local
circumstances; coordination; cooperation; and, above all,
trust that all involved are working towards a common
goal which they will ‘own’ Strategic communications are
the means by which all these practices are made possible,

yet communication is made more difficult (and perhaps

even counter-productive) when an increasingly important
information and communications medium (cyberspace)
has been compromised and has become a significant
security risk in its own right.

Cyberspace therefore raises an important dilemma
for government: should strategy (and national security)
matter more than communication? Should national
strategy focus on preventing and disrupting the misuse
of cyberspace or on using cyberspace to ‘accentuate the
positive’ and, in the case of terrorism, radicalization
and crime, to provide credible alternative messages? It
seems clear that both approaches must be worked simul-
taneously. Where counter-radicalization and criminal
activity are concerned, for example, there are legal
grounds for the disruption and disabling of certain
activities in cyberspace, and for more elaborate practices
such as the infiltration of internet chat rooms, and the
use of these sites for the purposes of counter-radical-
ization. There are broader questions to ask, however,
concerning the merits of disrupting cyberspace. Well-
intentioned public policy decisions and messages might,
for example, inadvertently worsen the situation by
contributing to a climate conducive to radicalization,
perhaps more so than any internet chat room. And
disruption of chat room activity might in any case
do little more than address the very late symptoms of
much deeper problems in society. In this context, as we
argue above, strategic communications should therefore
address wider and deeper causes of radicalization,
and should also offer a feedback loop through which
public policy can be subjected to critical appraisal. One
benefit of such self-criticism, for example, might be to
understand the limitations of a traditional ‘security’
or ‘defence’ mindset when addressing the problem of
radicalization. As suggested above, a broader and more
imaginative approach would be preferable, whereby
knowledge and expertise can be drawn from a variety of
disciplines such as sociology and social psychology in

order better to understand the dynamics at work.
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The need to provide ‘credible alternative messages’ is
therefore clear enough. The Research and Information
Communications Unit (RICU) was established in 2007 with
the remit to counter and undermine the ‘single narrative’
propagated by Al-Qaeda and other extremist organizations.
But this is not a simple task; as argued elsewhere in this
paper, these organizations are often highly expert and agile
users of the internet and other media, and are well aware that
propaganda (or strategic counter-communications, perhaps)
requires constant and careful management if it is to succeed.
Furthermore, the popular narrative of radical Islamist
organizations is largely that of a defensive jihad; a relatively
simple message and in many quarters a very persuasive one.
The most obvious counter-narrative to defence is attack, but
this is unlikely to find much support among Western liberal
polities and would in any case serve to validate the radical
narrative. Strategic communications might, therefore, be
used to project a counter-narrative of prevention and denial
of terrorist success; ‘terrorism might persist, but it will never
succeed against us Yet this is a largely passive position which
does little to seize the initiative or to inspire confidence in a
public which perceives itself to be existentially vulnerable,
and still less to deflate the narrative of terrorist and radical
groups. Rather than a counter-narrative, what is required is
a more activist alternative narrative, one which projects the
attractions and strengths of Western liberal society, through
such ideas as democracy, rights and liberty. Something of
this is provided by the UK’ first Cyber Security Strategy,
published in June 2009:

The Government believes that the continuing openness of the
Internet and cyber space is fundamental to our way of life,
promoting the free flow of ideas to strengthen democratic
ideals and deliver the economic benefits of globalization. Our
approach seeks to preserve and protect the rights to which we
are accustomed (including privacy and civil liberties) because

it is on these rights that our freedoms depend."”

Liberal society can, however, be curiously reticent about
the ideas upon which it is founded, and can suffer from

the morbid fear that the projection of those ideas would

amount to illiberal proselytising. Another ‘credible alterna-
tive’ message could lie in the notion of community. There
is already a good deal of interest in the ways in which the
internet can be used to undermine the cohesiveness of
local communities. But can it also be used construc-
tively, to help develop a benign spirit of community? This
question invites thought as to what is meant by community
and whether it is reasonable or proper to see the concept
of community as something manipulable. ‘Community’ is
also a value-laden term, in that those communities that
embody certain values and mores can be regarded as polit-
ically, legally and morally more virtuous than others. This
is therefore an implicit challenge to government: to express
a preference as to which types of community are accept-
able to Western liberal society, and which are not. But to
meet that challenge governments must first be willing to
project the ‘activist alternative narrative’ described above.
Ultimately, however, when strategic communications
address problems associated with cyber security a sense
of proportion will be essential. If it can be argued that the
challenge of cyber security is (or should be) as much to
do with the technology of detection and interdiction as
it is with social norms and attitudes, and the cohesion of
communities, then it has to be asked how a community
formed in cyberspace can be bound together (or indeed
be said to exist at all) when it is to a considerable
extent an anonymous community, as well as being global
and virtual. If the bases of community are identity and
cohesion (physical or otherwise), then the antitheses of
community are anonymity and dispersion, where strategic

communications might have very little to offer.

Summary

This chapter has examined strategic communications
in the context of four policy settings: national strategy
itself, stabilization operations, counter-radicalization
and cyber security. This is not to say, of course, that
strategic communications should be concerned exclu-

sively with these four policy areas: resilience to natural
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disaster, economic collapse, widespread civil disorder, the
outbreak of disease and large-scale terrorist attacks could
all have been considered in a similar way. Nevertheless,
in each of the four areas examined it is clear that strategic
communications can make an important contribution to
policy-making and to the delivery of strategic effect, thus
achieving the authors’ aim to argue by example for the
utility of even the most basic understanding of strategic
communications. Strategic communications, as defined
and described here, are most suited to the development of
national strategy by a liberal democratic government with a
departmentalized bureaucracy. In stabilization operations,
if strategic communications are considered at the earliest
possible moment — even at the conceptual stage — then they
can become an ‘enabling package for statecraft’ making use
of such devices as the Commander’s Initiative Group. In
counter-radicalization, strategic communications can offer

‘social deterrence’ as well as being a ‘constructive tool for

social inclusion. Finally, where policy and strategy for cyber
security are concerned we find close parallels with strategic
communications in the need for information, cooperation,
coordination and trust. But while cyberspace offers unprec-
edented speed and coverage in communications - available
to governments, businesses and individuals alike - it can
also have an atomizing effect which will challenge even the

most subtle and sensitive strategic communications:

More people than ever, perhaps, have the opportunity to be
makers of culture, even if that means more to choose from
and, consequently, fewer standards and blockbusters shared
in common. What it means, too, is this paradoxical feeling:
that of being more connected than ever, with one-click
access to so much of the world’s cultural harvest, and yet,
with the fragmentation and the constant whirl of these
times, of being starved for like-mindedness, synced only

with ourselves.'*
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b. Conclusion

This report has made the argument that strategic communi-
cations should not be understood to be merely a messaging
activity, but as the core of a comprehensive strategic
engagement effort — integrating multi-media, multi-outlet,
community outreach and face-to-face efforts in a single
campaign designed for adaptation to a complex and
changing environment.

The international security environment appears to be
in a state of constant flux, as are information and commu-
nications technologies. National strategy, it seems clear
enough, must embrace change if it is to retain its cred-
ibility over time. But this report goes further than to say
merely that national strategy must be communicated effec-
tively in times of uncertainty, urgency and technological
complexity. Strategic communications are (or should be) a
complex and sophisticated matter; more than a common-
place activity and rather more than common sense.
Strategic communications should, moreover, contribute
decisively to the design and implementation of national
strategy. Strategy, as defined in this report, is a collection
of ideas, preferences and methods which explain activity
(whether diplomatic, economic, developmental or military)
and give it purpose, by connecting it to the desired effect
or a stated goal. By this view, strategic communications
can assist in maintaining the essential interface between
purpose and action.

However, for all the ambition of recent government
documents in both the United States and the United
Kingdom, strategic communications remain an essentially
reactive and characteristically military-led process. As a
result, their potential remains under-exploited. High-level

political ‘ownership’ is thus vital, properly resourced and

building on a sound and credible strategic communica-
tions strategy that reaches across government and into
departments.

As well as providing the interface between action
and ambition, strategic communications also support
another critical strategic commodity - influence. Strategic
influence is wholly dependent on effective coordination
across and beyond government in order that national
strategic goals can be realized and maximized. Given
the centrality of influence to national strategy, and by
extension to the relationship between policy, strategy
and action, a strategic communications framework must
be intrinsic to policy preparation, strategic planning and
campaign design.

On a more practical level, the report finds that
strategic communications can have a disciplining effect
on national strategic thinking; strategy must be clear and
coherent before it can be communicated. It follows that
strategic communications can also have a quality control
function, by demanding that what is communicated by
government is strategically credible. Another possibility
thus presents itself, whereby strategic communications
contribute to the development of comprehensiveness and
cooperation in government policy. In this regard, the
report finds that they can improve national strategy, as
well as communicate it. In more straightforward terms,
they are a challenge to governments to explain them-
selves more clearly and convincingly in order to gain
and maintain public support for policy and in order to
ensure that messages and actions do not conflict with one
another and undermine the competence and reputation
of government.

As Chapter 4 shows, when strategic communications
are managed effectively and imaginatively they can make
a significant and perhaps even decisive contribution to
policy-making and to the delivery of national strategic
effect, Yet for all that, in both London and Washington
inter-agency ‘turf battles’ have hitherto prevented a formal
pan-governmental approach to strategic communications.
In the United States the National Security Council is the
natural locus for such an effort, being close the highest
executive authority. In the United Kingdom, however,

the more recently established National Security Council
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at present lacks the political and bureaucratic weight to
perform such a leadership role, even if chaired by the Prime
Minister. The UK National Strategic Communications
Strategy, promised in October 2010, has yet to see the
light of day and there are whispered doubts in Whitehall
as to its scope and ambition, if and when it does emerge.
There is a persuasive argument that this tentativeness
should cease, not simply in order to ensure more effective
strategic communications, but for the sake of national
strategy itself. That said, cross-departmental cohesion will
always be constrained by the ‘departmentalized’ structure
of government in the UK.

The report does not conclude that strategic communi-
cations would be best achieved through a fixed, central
structure. Rather, what is needed is a shared strategic
communications mindset or culture, integral to every
department of state and at every level of national policy
and strategy. It is the fostering of a strategic communica-
tions culture, rather than the design of more formal struc-
tures, that will promote the necessary changes in current
practice. Critical therefore, will be a self-sustaining and
iterative system of information and exchange involving
leaders, communicators, agents and stakeholders to foster
a dynamic, versatile and responsive approach to policy.
Furthermore, the precise locus of strategic communica-
tions will depend on the nature and focus of a crisis
or strategy, the audience(s) of concern and the means
available to influence or bring about change.

If strategic communications are to be truly national,
they must reflect not only government policy and an
executive message but a national narrative that is under-
stood, owned and endorsed across society. Strategic
communications must be seen to reach out from central
government to operational environments (both military
and non-military) and to the local domestic constituency.
Equally, they must be perceived to be relevant, credible

and authoritative at all levels of the governmental process,

from the highest policy level to the practical levels where
engagement takes place. Finally, to be effective they should
be both a ‘centre of government’ concern (i.e. an organic
part of the policy-making and strategic process at the
highest levels) and a ‘whole-of-government’ unifier (i.e. a
common feature of all activity at all levels of government).

Strategic communications can make a very significant
contribution to national strategy. Indeed, that contribu-
tion could in time be more significant, instrumental and
decisive than this report has allowed. The first step towards
realizing the potential of strategic communications must
be to ensure that they are properly understood as a
component of national strategy and are made integral to
the national strategic process. If this minimal, or perhaps
‘stripped down’ version of strategic communications can
be fully implemented there will be national strategic
benefits, as this report has argued. It might then be that
a still more elaborate and ambitious approach could be
developed and implemented. Rather than communicating
and improving national strategy, it could be found that
strategic communications can in their own right help to
create the conditions or the broad environment in which
national strategy can more effectively and productively be
pursued. More than an important component of national
strategy, in other words, strategic communications could
be an enabler of it. It might then be, finally, that they could
emerge as a discrete lever of national strategy, alongside
the traditional elements of national power - diplomatic
persuasion, economic pressure and military coercion - as
well as so-called ‘soft power’ methods such as cultural attrac-
tion and influence. Strategy is largely about achieving (or
indeed preventing) political, economic and social change
using all methods and resources available, and it may be
that strategic communications have thus far been under-
estimated as a national strategic resource. In other words, it
is conceivable that they could prove to be far more decisive

and instrumental than has been considered so far.
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Appendix: Interview
and Information
Sources

This Appendix provides a key to the non-attributable
interviews with opinion-formers undertaken during
the research which are referred to in the references as
Interview [A]' etc. The general affiliations of the inter-

viewees are listed below.

UK Ministry of Defence #1

UK Ministry of Defence #2

UK Ministry of Defence #3

UK Foreign & Commonwealth Office
UK Cabinet Office #1

UK Cabinet Office #2

Private Sector #1

Private Sector #2

UK Department for International Development
Media #1

UK Government

Media #2

Anonymous Conference Notes

UK Ministry of Defence #4

Media #3

US Defense Department

UK Ministry of Defence #5

Media #4
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